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Presentation today based on -

« Interviews with 24 adult survivors of organized abuse (2007 — 2010).

* Interviews with 20 survivors of ongoing organized abuse and 20
professionals (2015).

« Interviews with 40 women with complex trauma (including DID) and 61
trauma professionals (2017 — 2020).

* Representative survey of 5000 men about their behaviours and attitudes
relating to child sexual abuse (2022 - 23).

* Interviews with 9 advocates for survivors of child sexual abuse material and
10 professionals who work with them (2022 - 2023).
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Terminology

Child sexual exploitation: The abuse of a child involving exchange (CSAM,
money, drugs, other children).

Problematic focus of CSE on “exchange” harks back to victim-blaming
notions of “child prostitution” and excludes familial victims.

n u

Artificial distinctions - “online” and “offline”, “contact” and “non-contact” eg
 online offender blackmails girl into sexually harming her little brother
« a father who distributes CSAM of his daughter and advertises her online.

Occlusion in research, policy and practice of the existence of offender
networks and the specific characteristics of organized abuse.

Trafficking is a common term in the USA but often framed by adult
victimisation scenarios (prostitution, “pimping”) and defined differently in
other jurisdictions inc Australia.




Organised child sexual abuse

« Any case of sexual abuse in which 2+ adult perpetrators conspire to
sexually abuse one or more children.

« Survivors report a spectrum of organised abuse from:
« localised, informal ‘clustering’ of offenders,
« coordinated offending with routine group incidents, and
« criminal subcultures with sophisticated techniques for exploiting children.

* Neglected problem made more visible by new technology.

* Inthe 80s and 90s: 2 - 3% of sexual abuse cases reported to police and
child protection and 2% - 17% of children and women in treatment for sexual
abuse report organised abuse (Salter and Richters, 2012),

« Today: Half of adult survivors of child sexual abuse material (CSAM) report
organised abuse (C3P, 2017).




Scenarios of organised abuse
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Technology-facilitated child sexual exploitation

« Two thirds of tech-facilitated organised abuse cases in the US
involved family/community based groups; one third involved groups
that formed online (Wolak 2015).

* Online offender communities have introduced a new mode of
anonymous networking and open trading of CSAM between offenders.

« Child sexual abuse material (CSAM), also child exploitation material
(CEM), child abuse material (CAM), child sexual abuse imagery (CSAl),
child pornography (CP), indecent images of children (110C).

« Broad common law definition: Any material (image, video, drawn, text,
audio) that depicts a child (or person who appears or is implied to be
a child) that depicts a child in a sexualized manner, engaged in sexual
activity or being subject to abuse, cruelty or torture in a way likely to
cause offence to a reasonable adult.




Forms of tech facilitated CSE

The majority of children will experience online sexual harm before the age of
18 (WeProtect 2021) but only some will be acutely victimized:

* Online grooming of a child

* Inducing/coercing a child online to produce CSAM
Sexual extortion of a child (inc for financial purposes)
Sharing or consuming CSAM

Using the internet to traffic a child

Live streaming of abuse

Children self-advertising and self-exploiting online




Victimisation prevalence

Nationally representative online survey of 2639 young American adults aged 18
to 28 years were asked retrospectively about their childhood (<18 years)
experiences of online and technology-facilitated abuse (Finkelhor et al. 2022).

* Online child sexual abuse: 15.6%
 |mage-based sexual abuse, 11.0%
 Self-produced child sexual abuse images, 7.2%
* Non-consensual sexting, 7.2%

* Online grooming by adults, 5.4%

e Revenge pornography, 3.1%

 Sexual extortion 3.5%;

* Online commercial sexual exploitation, 1.7%.




Perpetration prevalence

Nationally representative online survey of 1965 Australian men who were asked
about their perpetration of child sexual abuse.

Over the age of 18, Australian men have:

« Knowingly and deliberately viewed pornographic material containing people below
the agego¥18(2.5%) d P Jrap J PEOP

. (Hfgoe/ glirted or had sexual conversations with a person below the age of 18 online
.07/0),

« Have webcammed in a sexual way with a person below the age of 18 (1.8%);

« Have paid for online sexual interactions, images or videos involving a person below
the age of 18 (1.7%);

« Have had sex or sexual contact with a person below the age of 18 while over the
age of 18 (3.2%).

4.2% of men intentionally viewed CSAM under the age of 18.




CSAM content

« The Canadian Centre for Child Protection’s (2016) analysis of 34 561
|mages and video of CSAM found that:

* 50% of abused children appeared to be less than 8 years old,

29% appeared to be between 8 — 11

Less than 7% of CSAM involved pubescent minors.

80% of children were girls and 20% were boys, with almost 90% Caucasian.

Almost half were SVR3 (sexual assault) with 2.23% involving sadistic abuse and
torture.

The younger the child, the more severe the abuse.
Almost 70% appeared to have been manufactured in a home setting.

« Trends over time: CSAM is being more severe and involving younger victims
and familial offenders (Seto et al. 2018; Salter and Whitten 2022).




| live in a refuge and barely leave because I'm too scared someone will have seen me and will
recognize me now. When | first realized the extent of how widespread my abuse had been
shared, | felt absolutely sick to my stomach and it lead me to attempt suicide and relapse on the
heroin (which | have been clean for 4 years) ...

| can’t go out easily with friends, it means that when | do go out | face severe anxiety each and
every time. It means that | have to constantly change my location and will probably have to keep
doing so for the foreseeable future. It means that whatever friends | make | know | am going to
lose. It means that | can never actually just settle, | always have a backpack ready with my
essentials that | can pick up and run if | need.

Because | left home [to escape the abuse], | also had to leave school. Formally, | only have
primary education — that’'s humiliating. I’'m not even in a position to try going back to regain
education because | will have to move again and start all over. This should be the time when |
can focus on recovering from my abuse, but because it's been immortalized this will never
happen. It makes me often think if suicide is the better answer.

[When | try to report my abuse images] First the company will deny that it exists on their servers.
Then once you show them it is they say well it shouldn’t be there! It's a long laborious fight, pretty
much with every company I've contacted. Unfortunately, most of my abuse is on the dark web
and it's impossible to get it removed or even to ask for it to be removed. There must be an easier
process developed for us victim survivors, because we shouldn’t have to spend two or more
hours every single day looking for our own abuse just so that companies will take it down. This
shouldn’t be our job, yet it's become clear that it is.

Australian survivor




Technology-facilitated child sexual exploitation

Face to face

Solo offending
against a child

Face-to-face child
sexual exploitation

Harmful sexual
behaviour by young

people

CSAM distribution
Identifying victims
Advertising victims
Harassing victims
Networking
between

perpetrators

Sexual
extortion/blackmail

Livestreaming

Online grooming of a
child

Inducing/coercing a
child online to
produce CSAM

Distribution and
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Children self-
advertising and self-
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Industry still refuses to take the safety of its users seriously, and it’s
apparent, clearly, that the protection of children isn’t seen as a business
priority ... That is the only conclusion | can draw as a result of seeing the
fact that Instagram and Facebook and Twitter have been used increasingly
to blatantly, openly, brazenly share child sexual abuse material and
network between offenders.

It is an internet which is ruled by oligarchs, like giant commercial interests
that have no real commitment to child protection objectives and there is a
disconnect there between government and civil society and industry that
can’t be repaired ... the platforms are characterised by this pernicious
elitism that clearly doesn’t recognise children as being valuable.

Australian investigator




Risk factors for tech facilitated CSE

Child

Individual vulnerabilities
(abuse, neglect, mental
illness, disability)

Situational
vulnerabilities (family
dysfunction, peer
harassment, dependency
upon perpetrator,
relationship with coercive
peer)

Unmet needs (lonely, low
self esteem, sexual
development)

Unsafe online
platforms and
services

Platforms reward
self-display and
self-exploitation

Monetisation
opportunities

Substantial cohort of
online offenders on child-
focused platforms

Online offender
communities sharing
tactics, victim info, CSAM

Premeditated offenders
in families, communities,
institutions

Minors engaging in
harmful sexual behaviour
and sexual coercion




Platform design and self-exploitation

Keslee: My cousin is 14 or 15, she has a picture of herself standing
up in the bath, wet with like a bikini on, and the guys on her
Facebook - this is the thing, it's ridiculous, and that's why they're
doing it as well. And all the guys are, “Oh you little hottie, oh | love

you", and she glows.

Rob: Well, that is the only time you see 950 likes and whatever.

Andrea: Yeah they're doing it for attention
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Method

« This study is based on the results of the International Survivor's Survey
launched by the Canadian Centre for Child Protection in January 2016.

« Survey gathered demographic data and asked questions about abuse
experiences, disclosure, involvement with different agencies (ie child
protection, police), mental health care access and ongoing impacts.

« The study recruited an online convenience sample of 150 adults whose
sexual abuse as children was recorded.

« Survey was distributed in English, French, Dutch and German and the
majority of response were not in English. All survey responses were
translated into English for analysis.

« Maijority of questions were open-text, providing a qualitative data set.




Almost 50% (n=74) of respondents were identified as survivors of organized
abuse.

Open text responses were imported into NVivo.

Thematic analysis - aimed to identify similarities and differences between
participant experiences and descriptions (Braun & Clarke, 2006).

This thematic analysis was guided by the research question “How is
technology used in the organised sexual abuse of children?”.

The transcripts were first coded descriptively and then interpretatively,
identifying four major themes.




Demographics and background

Gender: 87% of participants female, 9% male and 4% did not identify their
gender.

Country of origin at the time of abuse: 49% Netherlands, 24% Germany, 10%
multiple European countries, 8% United States.

Age: 28% 18 — 29yo, 30% 30-39yo0, 31% 40-49yo, 11% 50+.
Primary offenders: 82% identified parents or other family members.

Severe abuse with early initiation and long duration:

82% identified that their sexual abuse began prior to the age of four
47% identified sexual abuse continuing after the age of 18
8% indicated that they were still being abused the time of the survey.




Major themes

1. Technology facilitates the development and operation of perpetrator
networks

2. Images are used to discipline, control and humiliate children and adult
survivors

3. Online paedophile communities pose a major safety risk to victims

Imagery and technology amplifies the humiliation and fear of
organised abuse




Tech facilitates perpetrator networks

29

| found pictures of me in an envelope; it was open
and not yet sent, but the address and stamp were
already on it. We didn't get online till later. He [father]
had forgotten to close his email and | saw he was
sending an email with a picture of me. | deleted the

email and he got angry.
Woman, 20s, Europ
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| observed him [father] chatting with them and
trading images of other kids being abused. He
told me about some of their conversations and
he forced me to chat with some of them in a
chat room and on our phone. He told me that he
had traded them with one guy who was also
abusing his daughter so that that guy would
send him some originals of that abuse too.

Women, 20s, North America
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Disciplining/controlling/humiliating victims

9

Sometimes | had to watch myself and then | was told
what I'd done wrong, what | must do next time/after
watching. Same goes for watching stuff | wasn't on, |
was told: do you see what he/she is doing, her
(dad/uncle/friend/etc) taught her right. They actually
sometimes watched what was filmed right after they
made the film. Even today some people show me
material made when | was young(er).

Woman, 30s, Europe




When | was older, [they said] that it [CSAM] would be emailed to friends.
There is also material for which they claimed that | myself would be
punishable by law. Woman, 30s, Europe

The perpetrators threatened to hand over the recordings to
investigating authorities If | don't obey. Woman, 40s, Europe

| still at times get blackmailed with material, through email or post, as a
reminder to keep shut or other things. It makes me at times extremely
afraid. Woman, 30s, Europe




Online paedophile communities

9

It [contact from perpetrators] happened mainly via
the network, with people that had seen the film
material also wanting to meet me in real life. |
don't think there's much chance of people
approaching me nowadays, but it remains a strong
fear nonetheless, and I'm occupied a whole lot
with things like security for my laptop, so they
won't email me or find me online.

Women, mid 30s, Europe
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| worry about my safety, privacy, and the safety of my
children because pedophiles who are “fans” of those
images of me have tried to find me, contact me, some
have sent me emails, my Facebook was hacked, more
recent pictures of me were stolen and posted on one
of their forums, and they found out information about
my husband and where he works. So | have anxiety
about the safety of my children.

Woman, 20s, North America




Amplifies the fear and humiliation

29

| am never safe ... | feel like | am constantly naked,
like, | will never have a clear mind because | know
somewhere someone is looking at my photos right
now. It could be someone from another country or
maybe even someone | work with. | am terrified for my
life. | constantly have thoughts of someone finding out
who | am and trying to hurt me.

Woman, 20s, North America
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had a panic attack at my last position when they, unannounced,
scheduled professional photos of each of us for the company

website...that was embarrassing and impacted how | was treated
for the following year (until | left).

You'd be surprised how often cameras and video come into daily
life...and how every single time | see a camera, | am reminded of
my abuse and then have to fight against those feelings taking over
for the day.

Sometimes | win, sometimes | lose...and then absolutely everyone |
engage with that day, especially my spouse gets impacted.

Woman, early 40s, North America







Social media use and attachment

Systematic reviews consistently find a link between attachment anxiety and
problematic social media use (D'Arienzo et al., 2019; Musetti et al., 2022).

Secure attachment appears to be protective against problematic social
media and internet use.

Students experiencing pathological internet use are more likely to report

chiIdhoc;d experiences of psychological and sexual abuse (Schimmenti et
al. 2014).

YYYYYY



Vulnerability to tech-facilitated abuse

Children with disorganized attachment can be more vulnerable online:
« They spend more time online

« More likely to disclose personal or intimate details

* Reduced ability to ‘red flag’ inappropriate behaviour

« Lack of secure relationships to disclose

« May prefer online to offline relationships

« Appeal of immersive online fantasy worlds

« More susceptible to the ‘reward structure’ of social media?




Tech-facilitated dissociative phenomena

« Kiluft's (1984) four-factor model for development of DID includes
reinforcement/fixation of personality separateness.

« Does social media and the internet promote separateness of
self-states?
« Distinct online identities and identity categories
« Immersive online "worlds” and fan communities
* Online sociality has distinct rules and rhythms

 Clinical challenges associated with increased rates of DID self-
diagnosis amongst young social media users




Maladaptive daydreaming

Detrimental habit of absorption into compensatory fantasies to cope
and soothe that interferes with daily life and function (Somer, 2018).

Maladaptive daydreaming can be understood as a dissociative
absorption into an inner or fantasy world.

MD has been linked to avoidance of interpersonal relations, expressed
through absorption in online communities, role-playing, gaming and
pornography (Pietkiewicz et al., 2018).

Schimmenti et al. (2012) identify a cohort of online gamers with
problematic internet use, disorganised attachment and dissociation.

Online fantasy worlds and relationships may be more appealing to
young people with attachment trauma than “offline” relationships,
which are associated with attachment failure and rupture.




Reality shifting

Some online influencers and communities actively promote
techniques to induce altered states of consciousness.

Somer et al. (2021) observed increased interest in “reality
shifting” during the COVID-19 pandemic.

Reality shifting refers to the use of meditative techniques to enter
into a preferred imaginary world.

This fantasy world is conceived of as possibly or actually
“parallel” dimension.

Likely overlaps with dissociative absorption, maladaptive
daydreaming.
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Acknowledging the policy context

 Australia has a long tradition of non-response to child sexual exploitation.
This policy vacuum persists.

« Required policy and practice responses:
* Proactive screening/removal strategies by private sector and govt
« Policy responses to “offline” and “online” components of org abuse/CSAM
« Disruption of infrastructure that supports online paedophile communities
« Mandatory restitution for CSAM survivors
« CSAM notification scheme -> compensation, damages
« Specialist victim support and safety planning services




Therapist experiences with survivors

| think there’s so much other material surrounding that, that honestly the
individual — | just mean connected throughout their life.

So while that [tech abuse] has been one of the issues, it's certainly not the main
issue for them. Because - or realising that their father is a paedophile and that
their mother is a paedophile, how that has landed. And then seeing how it's
woven in throughout all of the developmental stages of their life.

David, therapist




Survivor experiences with therapy

[The attitude was] “okay, the perpetrator’s in prison, we've
charged them with this, our job is done”. That was the focus.

There wasn't a lot of focus on how that is going to affect the
survivor's life in the long run.

Really the only advice was go to therapy. But then you don't have
therapists who really are able to help with all of those different
aspects of life.

Claire




Confusion over boundaries

>4

Then | went to this new therapist and | kind of just told her recently
that | did not want to keep going on with it. Because at first it was
like [she had] a lot of hate towards my family — like, “you’re still in

contact with them, | don’t know if that’s helping”. Then she kind of
alluded that if | were to see my family she might have to report me,
about my kids, which was really scary. [weeps]

Lucy




Breaches of boundaries

’ ’I had a half-sibling who was a minor in the house, so she [therapist]

went to our child protection services first. Then they reported to
police.

But they didn’t find anything, of course, because they never do
when they interview you in front of your parents. | was not ready ..
| came to a point when the “investigations” ended and they told
me that basically they believed that | had made it all up.

Eric




Complexity of issues

9

But | remember going to therapists and | would do the meet and greet, and
then do a couple of sessions, and when I'd start getting into the actual root of
my issues, it was always like they were just taken aback. | remember one
actually apologised. It just doesn’t make sense. Don’t apologise for my trauma.

There’s a lot of training that definitely could be done in that field, because
unfortunately there’s a lot of really graphic things that happen in this type of
abuse and it’s very shocking to the normal people. Even therapists, some are
not quite prepared to hear what we have to say.

Brianna




Addressing the “spacelessness” of technology

« There are many tech myths that are causing undue distress to
victims and survivors.
« Some victims are highly traded but many are not.
 Most CSAM is not produced for open distribution.

« The majority of detected CSAM is already “known” and in many cases ten
or twenty years old.

« Alot of pre-internet CSAM has not been digitized.

« The ‘dark web’ is crawling with police and mostly frequented by offenders
who are not connected via other means.

 Offenders with access to children are reluctant to boast about it online.




Lessons from frontline services

* Responses may need to incorporate aspects of safety planning.

« Some children seek to master/normalize their victimisation by repeatedly putting
themselves at risk -> defers shame and creates illusion of control.

* For children - support for disclosure to non-offending parents and caregivers -> may be
reactive, angry, fearful, victim-blaming.

* No agency proactively identifies and removes CSAM -> victims may seek out their own
material to report it for removal -> exposure to CSAM and contact with perpetrators.

« Connect with authorities to report/manage distribution of child sexual abuse material.

« Where long-term therapeutic support is desired and available — all the same trauma therapy
principles apply.
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Article

The antiepistemology of organized abuse:
Ignorance, exploitation, inaction
Michael Salter® and Delanie Woodlock*

*Michael Salter, School of Social Sciences, University of New South Wales, Sydney, Australia;
michael.salter@unsw.edu.au; Delanie Woodlock, School of Social Sciences, University of New South Wales,
Sydney, Australia

Organized abuse, in which multiple adults sexually abuse multiple children, has an important role
to play in the production of child sexual abuse material (CSAM) but has been relegated to the mar-
gins of criminological concern. This paper presents the findings of an international survey of 74
adults who described childhood victimization in CSAM and organized abuse, emphasizing the rela-
tionship between organized abuse and entrenched ignorance of it. The paper identifies the multiple
zones, practices and structures of ignorance that render organized abuse unknowable and advocates
for strategic forms of knowledge production in which ignorance features as a provocation towards
information-seeking rather than as a defence mechanism against intolerable realities.

Key Words: child sexual abuse, exploitation, epistemology, ignorance, knowledge, policy

INTRODUCTION

The availability of child sexual abuse material (CSAM) on the internet has expanded rapidly,
well beyond the capacity of law enforcement and relevant agencies to contain. Since 2008,
the amount of CSAM reported to US authorities has increased by 50% per annum (Bursztein
etal. 2019), with 21.7 million notifications in 2020 (NCMEC 2021). As governments contem-
plate more robust regulation and policy development at the national and international level,
it has become apparent that the voices and experiences of CSAM victims and survivors have
been largely absent within global dialogue on responses to CSAM. Most children depicted in
CSAM are never identified by authorities (ECPAT and INTERPOL 2018) while survivors
of child sexual abuse who self-identify that their abuse was recorded face systemic barriers to
recognition or access to health care and the justice system (Salter 2013; C3P 2017). These
barriers include a pervasive scepticism about the credibility of children and adults who report
‘organized child sexual abuse’; that is, cases of sexual abuse in which multiple adults conspire
to sexually abuse multiple children (Salter 2013). Since at least the 1970s, networks of child
sexual abusers have been identified as significant producers of CSAM however research and
policy responses to organized abuse stalled in the face of media and scholarly backlash (Nelson
2016). Such entrenched scepticism persists to the present day and sits uneasily alongside the
consolidation of evidence that child sexual abusers in diverse contexts have a marked propen-
sity to collaborate in the exploitation of children and the production of CSAM (Cheit 2014).
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In this article, we examine the responses of 74 organized abuse survivors who took part in an
international survey about CSAM victimization experiences. They constituted almost half of all
respondents to the survey. By examining their accounts of abuse, the obstacles they experienced
to disclosure and their descriptions of criminal justice intervention, we situate their experiences
of CSAM production within a broader milieu of entrenched ignorance of organized abuse. The
pervasiveness of ignorance about organized abuse evident in our analysis calls attention to what
Galison (2004: 237) has termed ‘antiepistemology’; the processes by which knowledge is ob-
scured, deferred or simply never produced. The paper theorizes the antiepistemology of organ-
ized abuse, arguing that inaction over organized abuse is maintained by zones, practices and
structures of ignorance that have obfuscated the central role of organized abuse in the produc-
tion of CSAM. We conclude that the goal of reducing CSAM and identifying victims is unlikely
to be achieved without reconsideration of the status of organized abuse as a legitimate child
protection concern. The article advocates for a stance of epistemic humility in responses to child
sexual abuse, in which ignorance acts as a provocation towards information-seeking and clarifi-
cation rather than as a defence mechanism against intolerable realities.

The production of ignorance of organized abuse

Ignorance, silence and disbelief have well recognized roles in facilitating the abuse of children.
Child sexual abusers themselves are prolific producers of ignorance about their own offending.
They not only deny the abuse that they commit, but they often engage in what Sykes and Matza
(1957) have called ‘techniques of neutralization” in an effort to rationalize their abuse. Child
abusers may seek to mask their offending by denying any harm to the child, by projecting re-
sponsibility onto the child, or by seeking to discredit those who have accused them, and in the
process reframing their abuse as something else entirely (Spraitz and Bowen 2016). These de-
formations of knowledge are amplified by institutions and communities that employ a variety of
techniques to minimize and rationalize child sexual abuse. For example, Keenan’s (2011) study
of sexual abuse by Catholic clergy examines how the Catholic Church denied and normalized
clergy abuse within social and political structures that were amenable to such manipulations of
knowledge. These forms of denial may be reflective of a desire to protect a particular organiza-
tion or community while providing a ‘defence mechanism for coping with guilt, anxiety and
other disturbing emotions aroused by reality’ (Cohen 2001, p 5).

In his seminal paper on the sociology of ignorance, Smithson (1985, p 152) describes the
ways in which social and political forces can influence, pressure or coerce people not to pay
attention to particular issues, not to acquire certain kinds of information, and not to process
information in particular ways. In an effort to destabilize structures of ignorance of child sex-
ual abuse, feminism and allied social movements emphasized the importance of ‘breaking the
silence’ (Whittier 2009), while child protection advocates engaged in a range of knowledge
production processes, including victimization surveys and clinical studies, designed to correct
the history of scientific inattention to the harms of child sexual abuse. Opposition to these ef-
forts have taken the form of a range of what Smithson (1985) called ‘ignorance games), or strat-
egies to project ignorance, including epistemic, ontological and informational challenges to the
claims of child abuse survivors, advocates and researchers. Children and adults complaining
of sexual abuse have been accused of suffering from ‘false memories), effectively delegitimising
their capacity to remember or testify accurately to their experiences (Campbell 2003). The ex-
pertise of child protection workers and mental health workers who support sexual abuse victims
has been challenged by theories of ‘moral panic), which allege that members of the caring pro-
fessions are vectors of hysteria and social contagion (Pilgrim 2018). The very nature of ‘child
sexual abuse’ itself has been contested by post-structural theorists who have argued that the
concept and harms of abuse are mostly or entirely relative to the historical moment (Alcoff
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1996). The accumulation of data indicating that child sexual abuse is prevalent and harmful has
been contradicted by those claiming that abuse is less common, not necessarily harmful and can
even be beneficial (Dallam 2002).

As expanding professional and public acknowledgement of child sexual abuse has been
contested through the active production of doubt and ignorance, a full accounting of the
forces that shape knowledge of child sexual abuse should address both epistemological and
antiepistemological structures. Antiepistemology recognizes that gaps in knowledge and si-
lences within discourses are not mere absences but rather the product of power relations
(McGoey 2012). In the case of child sexual abuse, Nelson (2016) identifies how some forms of
child sexual abuse have become knowable as objects of inquiry, while other forms remain sub-
merged and subject to intensive processes of delegitimation and ignorance production. She spe-
cifically identifies organized abuse as a long-standing gap in criminological policy, practice and
research, linked to the widespread promulgation of scepticism about reports of organized abuse
by child victims, adult survivors, social workers and therapists. Organized abuse' was first iden-
tified as a specific category of child maltreatment from the early 1970s under the now-outdated
rubric of ‘sex rings, as law enforcement investigations in the United States and the United
Kingdom began uncovering networks of perpetrators who produced CSAM (Berenbaum et al.
1984). These cases prompted widespread concern in the community amidst the proliferation
of CSAM both ‘under’ and ‘over’ the counter (McCarthy and Moodie 1981). CSAM was crim-
inalized as a specific category of illegal content in many jurisdictions by the late 1970s and early
1980s, coinciding with increasing public awareness and broader reforms of child protection and
criminal justice responses to child abuse and neglect.

As child abuse notifications escalated in the 1980s, child protection authorities in the United
States, United Kingdom and other Anglo-European countries began encountering organized
abuse cases with increasing frequency, alongside complaints of CSAM production (Hechler
1988; Bibby 1996). The investigation and prosecution of organized abuse presented common
challenges across jurisdictions. Organized abuse cases were typically detected inadvertently and
accidentally, and in some cases, a lack of preparedness, and the absence of specialist protocols
or inter-agency agreements on organized abuse resulted in procedural errors that compromised
investigations (Cheit 2014). Organized abuse cases were characterized by staggered disclos-
ures over a period of time by children reporting interlinked experiences of abuse, and agencies
were frequently unable to identify all the victims and perpetrators believed to be involved in
a case (Gallagher 1998). So called ‘bizarre’ practices including sadistic abuse (involving the
torture of children) and ritual abuse (in which offenders abuse children in the context of ritu-
alistic ordeals) were particularly troubling features (Cheit 2014; Nelson 2016). In organized
abuse cases, it was typical that children would disclose the recording of the abuse, although the
physical media (that is, photos and video tapes) were not always recovered by investigators.
Gallagher (1998) recognized the seizure of CSAM as an acute problem in organized abuse in-
vestigations, due to ‘the ability and propensity of perpetrators to conceal, remove or destroy
child pornography once they learn of police inquiries’ (p 29).

Academicand media commentary has generally failed to engage with the complexity of organ-
ized abuse investigations. To the contrary, a hegemonic discourse emerged in the 1990s, span-
ning the mass media and academy, in which organized abuse allegations became emblematic

1 The concept of organized abuse is related to but distinct from notions of ‘child sexual exploitation” and ‘trafficking’
Legislative definitions of child sexual exploitation emphasize the presence of payment or inducements in sexual abuse. Such
definitions have been subject to long-standing criticism because they can exclude familial perpetrators of organized abuse des-
pite the evidence that parents are over-represented in the sexual exploitation of prepubescent children (Kelly and Regan 2000).
Definitions of ‘trafficking’ vary between jurisdictions with significant implications for the investigation and prosecution of organ-
ized abuse (WeProtect Global Alliance 2021) but the term tends to emphasize payment or inducement with similar limitations
to those outlined above regarding child sexual exploitation.
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of a child abuse ‘witch hunt’ (Cheit 2014). Media content analyses in the United States and
United Kingdom have found that media attention on ‘false allegations’ in the 1990s came to
eclipse coverage of child abuse as a whole, with a particular focus on organized abuse allega-
tions (Beckett 1996; Kitzinger 2004). Sociologists and criminologists alike concluded that
such allegations are indicative of ‘moral panic’ (Jenkins 1992) since ‘[t]here are, after all, no
paedophile rings’ (Pratt 2009, p. 70). This framing of organized abuse as indicative of social
hysteria and confabulation has persisted to the present day in the media and academy (Nelson
2016). A key challenge is that organized sexual abuse is, fundamentally, irrational. Child vic-
tims and adult survivors are often disclosing sexual and sadistic behaviours that do not make
sense either to victims or bystanders, and they may not disclose in a linear and coherent fashion
(Gallagher 1998). In that sense, knowledge of organized abuse involves knowledge of the ir-
rational. However, knowledge is often conflated with rationality, such that irrationality suggests
non-knowledge or worthless knowledge (Bernstein 2009). When conflated with ‘bizarreness),
as it so often has been in criminological and other scholarly literature (Cheit 2014), knowledge
of organized abuse is easily confused with its opposite: a form of non-knowledge, such as a
fraud, hoax or confabulation.

Somewhat paradoxically, the sceptical position on organized abuse was cemented in the
1990s even as the popularization of the internet made visible the scale of demand for CSAM,
and the propensity of child abusers to network with one another (Jenkins 2001). One of the
first Federal Bureau of Investigation’s (FBI) operations into the use of technology in CSAM was
the investigation of online criminal networks in 1994 called ‘Operation Innocent Images’. They
found that organized child exploitation groups had moved their activities online to message
boards and chat rooms, both to share CSAM and groom victims. The FBI concluded that they
had uncovered an ‘... alarming new trend: sexual exploitation of children via computers’ (FBI
History n. d.). Today, contemporary research into CSAM reveals dynamics that are remark-
ably similar to organized abuse allegations: a preponderance of pre-pubescent victims, often
exploited by parents or family members connected to larger networks of abusers, and the pres-
ence of ‘bizarre’ and torturous abuse (C3P 2017; Seto et al. 2018). Even ritual abuse, undoubt-
edly the most controversial element of organized abuse disclosures, has been substantiated in
prosecuted child abuse cases that include the manufacture of CSAM (e.g. Morris 2011). A re-
view of United States arrest data for multi-perpetrator, technology-facilitated sexual abuse cases
involving multiple perpetrators has highlighted the persistence of family-based and community-
based organized abuse into the internet age, as well as the emergence of abuse networks that
form through online connections (Wolak, 2015). However, evidence of organized abuse has
yet to be thematized as a legitimate subject of criminological inquiry. Rather, adjacent areas
of knowledge continue to grow—for example, online exploitation or street-based ‘grooming’
has attracted considerable attention—addressing particular dimensions of organized abuse, but
rarely drawing the evidence together into a holistic picture that encompasses the entirety of the
phenomenon.

In the absence of information about organized abuse—or perhaps more accurately, in the
presence of ignorance of organized abuse—responses to the proliferation of CSAM and sexual
exploitation more generally lack relevant information about an important pattern of child sexual
abuse. The aim of this paper s to examine the specific CSAM production scenarios identified by
the 74 organized abuse victims in the C3P survey (C3P 2017), with a focus on their experiences
of abuse, disclosure, help-seeking and criminal investigation. In doing so, the paper develops
an antiepistemology of organized abuse, recognizing the impact of ignorance and doubt upon
the experiences of survey respondents, and outlining epistemic strategies to acknowledge and
address the multiple forms of ignorance that impact upon organized abuse scholarship and in-
vestigations.
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METHODOLOGY

The report is based on quantitative and qualitative data drawn from 74 organized abuse sur-
vivor survey responses (C3P 2017). C3P is a registered charity dedicated to child protection
and safety who run Cybertip.ca, Canada’s official tipline for reporting online sexual exploitation
and unlawful images and videos of children. C3P designed and distributed the survey online
through social media and emails to key international non-government organizations and stake-
holders in the response to CSAM. The survey was available online from January 2016 and 150
responses had been received by July 2017. C3P published an extensive analysis of this datain a
publicly available research report (C3P 2017). The 74 organized abuse survivors were identified
through an analysis of their open text responses to survey questions. In their report, C3P (2017:
74) explained that ‘the theme [of organized abuse] naturally emerged from the responses re-
ceived. The first author was approached by C3P who requested that he undertake a secondary
analysis of this data.

Institutional approval for this study was received from the University of New South Wales
Human Research Ethics Committee (HC190490), and the first author undertook an analysis
of the organized abuse data while a resident scholar at C3P in 2019. The survey was designed to
gather simple demographic data (nationality, age) and inclusion criteria (specifically, being over
the age of 18, and having experienced the recording of child sexual abuse), before going to ask
a range of optional questions about abuse experiences, disclosure, any involvement with child
protection, police and criminal or civil prosecution, experiences of mental health care and the
ongoing impacts of CSAM and child sexual abuse. While some questions required only a yes/
no response and some provided multiple choice options, most questions allowed the respond-
ent to answer the question in her/his own words and language. The survey was made available
in English, French, Dutch and German, and responses were translated into English for analysis.

The C3P analyst team undertook statistical analysis of key questions, which are presented
below as simple frequencies. The first author imported the text of the 74 organized abuse sur-
vey responses into NVivo, a software program for the analysis of qualitative data, which en-
ables researchers to assign ‘codes’ to lines of text. The survey responses were then subject to
a thematic analysis which aimed to identify similarities and differences between participant
experiences and descriptions (Braun and Clarke 2006), with a focus on the scenarios and in-
cidents of CSAM production and organized abuse, perpetrator behaviour and strategies, pat-
terns of disclosure and non-disclosure, and experiences of intervention (including police in-
vestigation and prosecution). After a brief overview of the demographics of participants, these
themes are drawn out below, with a focus on their implications for criminal justice policy and
practice and victim support. Survey participants are identified according to gender identity,
age range and broad geographic location, however, care has been taken to ensure that partici-
pants are not identifiable.

FINDINGS

The majority of organized abuse participants (87%) identified as female, with 9% identifying
as male while 4% did not respond to the question about gender. 49% of participants lived in
the Netherlands at the time of abuse, 24% lived in Germany, 10% identified more than one
European country, 8% lived in the United States and the remainder identified other countries.?
28% were aged between 18-29, 30% between 30-39, 31% between 40—49 and the remaining
119% aged 50 or older. On the whole, survey participants reported very serious abuse that began

2 The geographic distribution of participants likely reflects the differential success of survey recruitment strategies across jur-
isdictions rather than a specific concentration of organized abuse activity in one country.
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at an early age and persisted over a long period of time. 82% of the organized abuse cohort re-
ported the initiation of sexual abuse prior to four years of age and 47% reported that their sexual
abuse continued after the age of 18. 8% of respondents indicated that their abuse was ongoing
at the time of the survey.® Survey respondents lived with a significant level of psychiatric illness
and distress, with 68% (n = 50) reported experiencing or receiving a diagnosis of a dissociative
condition, most often dissociative identity disorder.* 60 participants answered an optional ques-
tion about their participation in paid employment, with 50% reporting they were too unwell to
work and 22% reporting that they had difficulty holding down a job.

Scenarios of organized abuse
Familial organized abuse
Eighty-two per cent of participants described organized abuse originating in their family. Most
often, they described the involvement of their father, or their father and mother, within a net-
work of perpetrators that typically included the extended family, family ‘friends’ and other
abusers. For some participants, it appears that the production of CSAM and the trafficking of
children was a significant source of family income. They recounted how their father and/or both
parents were emotionally uninvolved and disinterested in their children beyond their role in the
production of abuse material. The following quote was typical of such an arrangement:

There was no traditional family life. Contact with our parents was mainly characterized by
violence or otherwise, we were left alone while the parents did some other work. In principle,
the entire family life was influenced by violence. The abuse acts were planned at the kitchen
table such as other families plan a family excursion. We got instructions on what we had to do.
(Woman, mid 30s, Europe)

Other participants described more ad hoc arrangements in which their fathers would abuse
them at home and routinely made them available for abuse in other contexts. Such arrange-
ments were sometimes camouflaged from their mothers who were otherwise unaware of the
abuse and exploitation of their child.

My father simply at home when he put me to bed, he raped me then, that happened almost
as long as I know. And occasionally, early in the morning, he took me with him in his work
van to places where there were other men. I was abused there. When I was 11, I was very oc-
casionally taken to an attic and put under blazing lights (floodlights) and then men advanced
on me. All kinds of things were flashing, photos, films. And then they made me do all kinds
of things like a whore. There is so much shame, deep anguish in me. Staying silent. (Woman,
late 40s, Europe)

A subset (n = 4) indicated that the primary perpetrator was an uncle (three participants) or a
brother (one participant) in which abuse took place unbeknownst to their parents. For example,
a European woman in her 20s described how her uncle abused her as a child under the guise of
taking her on excursions or picking her up before and after school. As she got older, she said ‘my

3 Ongoing abuse into adulthood by the same or similar group of perpetrators is a common report amongst adults disclosing
organized sexual abuse (Salter 2017).

4 Dissociation refers to the separation of psychological processes that are normally related, and is understood as a psycho-
logical adaptation to childhood circumstances of disorganized attachment and trauma. Dissociative identity disorder is a com-
mon outcome of early, extreme child abuse and neglect, and is characterized by two or more distinct personality states that
recurrently exert control over an individual’s behaviour, as well as amnesia for life events that cannot be explained by ordinary
forgetting (ISSTD 2011).
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parents both worked full-time and it was easier for him to come and collect me or come to my
place because my parents worked’ She went on to explain:

I was introduced/passed on to male strangers. Couldn’t exactly place that as a child perhaps
but as an adult, I suspect that those were contacts from the paedophilia world who took me
away or were allowed to use me perhaps in exchange for payment ... at his place, my place,
his garage, an improvised space a few kilometres from his home, in houses of various different
men (contacts of my uncle), in the car.

In her survey responses, this participant stated that her mother has since told her that she sus-
pected the abuse but was uncertain as to how to confront her own brother. Families emerged
consistently in survivor reports as sites of organized and often sadistic exploitation, embedded
within broader criminal economies in which significant profit and other gains could be made
from CSAM production.

Extra-familial organized abuse

A smaller group of survivors (n = 9) described extra-familial organized abuse by men in the
neighbourhood (1 = 3), a babysitter (n = 2) a family friend (n = 2) and a priest (n = 1). These
survivors reported being opportunistically targeted by an offender who, once he was confident
that the abuse would not be uncovered, trafficked the child to a larger group of men. For ex-
ample, a European woman, now in her 30s, described being sexually abused by alocal priest and
his friends from the ages of six to thirteen. Given the priest’s status in the community, ‘it was an
honour to be chosen by him to go on little trips” and she was taken to a local villa for abuse and
CSAM production. She was given specific instructions by the priest as to how to pose and act
during CSAM recording, which included being shown adult pornography. She concluded that
the abuse material was being made to order:

He made money off it, but I understood that only later. That he sold it. I had to smile nicely
and “pretend I liked it just like those women in the movie” because that was what the men who
would get it, wanted to see. Sometimes they did not want it at all as an adult girl, but wanted
as much crying as possible. So I just had to deliver what was asked from me. And that was the
reason I quite soon understood it was meant for other people. (Woman, early 30s, Europe)

Survey responses suggested that, in some cases, prior trauma increased their risk of being sub-
jected to organized abuse. Forinstance, amale survivor described multiple incidents of childhood
abuse, including opportunistic offending by a babysitter and a family friend, prior to organized
abuse. As a teenager, he was introduced to another offender by a school friend. They would go
to the offender’s home to play computer games, smoke marijuana and drink alcohol. The abuse
took place in the offender’s home, including naked photography. The survivor said that ‘the of-
fender was friends with other paedophiles who visited in his home, and he visited them at their
home, and sometimes I was taken there. He described how the offender network maintained
his silence:

They played with my emotions and my guilt feelings; that I must not tell it to anybody, or the
offender would run into problems. And that is something you don’t want on your conscience
as a young boy because after all, he is your friend who gives you food, money and trips. And
who became a friend of our family and extended family. It was an emotional trap, a chokehold.
I was so manipulated that I thought: what he wants (the abuse) is good and talking about it is
bad... because it will lead to problems. (Male, late 40s, Europe)
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Family circumstances could also contribute to a child’s vulnerability to extra-familial exploit-
ation. For instance, one survivor described how her mother fell ill when she was seven, and her
family arranged for a neighbour to pick her up from school. He would then take her to a local
park where he sexually abused her. This initial period of abuse persisted for the duration of her
mother’s illness and did not involve other perpetrators. However, at the age of twelve, she struck
up what she described as a ‘boyfriend’ relationship with a local boy, who was being used to re-
cruit other children for a paedophile ring. She described seven years of sexual exploitation that
included the production of CSAM, becoming alienated from her family who did not detect her
abuse at the time.

The challenges of disclosure as a child

Of the sample who completed an optional question about disclosure (1 = 60), almost one-third
(31%) reported disclosing their abuse as a minor. However, abuse only ceased for one-third of
the disclosing group. In open-ended questions, survivors expanded on their reluctance to dis-
close as children, and failures to protect them when they did.

The power of offenders

In the context of familial organized abuse, the adults that victims were closest to—their
parents—were also responsible for their abuse, which presented major obstacles to disclos-
ure. They were attached to their parents but also deeply fearful of them. Their parental abusers
wielded socially legitimized authority over them in such a way as to make disclosure difficult
and dangerous. In the following excerpt, a survivor suggested that she tried to disclose multiple
times as a child, however, she was not believed because her family convinced others she was
untrustworthy:

I'was trying to tell teachers and the doctor but my family was so convincing that I was a terrible
person/kid and so no one believed me. Till my breakdown after the birth of my child and the
last time I tried to kill myself, my new doctor believed me and send me directly to a psycholo-
gist and she helped me. (Woman, early 40s, Europe)

One European survivor described her trepidation as a child when her school circulated
the number of a phone line for abused children. As much as she wanted to call the num-
ber, she was frightened that her sexually abusive parents might come across the number on
her phone bill or electronic records. She felt unclear about how the phone line could help
her escape the organized abuse orchestrated by her parents. Ultimately, she never called
the number.

There was the child abuse hotline. In school, they said the telephone number would not be
shown on the telephone bill. The whole time I asked myself about the display on the phone,
if it would then be stored there under the last calls and if yes, whether and how you can delete
that. I didn’t have the courage to ask. Furthermore, it wasn’t clear to me how people should
help on the telephone. (Woman, early 20s, Europe)

Disclosure has long been an important benchmark in child protection and criminal justice in-
vestigations into child sexual abuse, however, disclosure was an extremely fraught undertaking
for survey participants. They not only risked the destruction of their family unit and the loss of
their attachments to their parents, but they had often been subject to a campaign of terrorization
in order to prevent them from disclosing. Key themes of threats, violence and blackmail are ex-
plored further in the following sections.
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Threats and violence

The survivor group was extensively threatened to maintain their silence and to coerce them into
abuse. The most common threat mentioned by the survivor group was death threats, followed
by threats to harm other family members or children in their stead. They mentioned witnessing
the killing of pets and other animals. In the context of abuse, one survivor was shown photos of
dead and mutilated children:

IfT were to not cooperate properly then measures would always ensue. I was shown pictures of
horribly mutilated children. Later I figured out that those might have been pictures taken for
some other purpose. But the way they told it they were children that had been with them and
hadn’t listened well. (Woman, early 40s, Europe)

Survivors described experiences of torture as children, including electric shock and deprivation
of food and water if they did not comply with abuser demands. Refusal to obey could also result
in another child being harmed:

Many times, another child was also picked out and I had to watch how the child was raped and
tortured and I was told that it was all my fault. They then also showed the abuse images to me
later, too. Most of the time, I could not stand seeing how another child was tortured because
of me and then I did everything “voluntarily”. (Woman, early 20s, Europe)

Childhood horror and fear followed survivors to the present day and were an effective guarantee
of their silence. As adults, participants continued to fear for their safety:

My abuser said that he was like God and could see me wherever I went. If I told, he would
kill my family, and then there would be no one left to protect me. He would be free to abuse
me without any restraint ... Yes, I am terrified of him to this day. (Woman, early 40s, North
America)

Such threats and violence have an instrumental function in controlling and silencing children in
the context of sexual exploitation however the degree of traumatization disclosed by survey parti-
cipants suggests that offender groups were strongly motivated to hurt children. Their childhoods
were characterized by overwhelming fear for their lives that followed them into adulthood, and re-
mained acute since, in most cases, their perpetrators had not been identified or charged by police.

Shame and fear relating to abuse recordings

Survey respondents described the recording of their abuse with deep shame and fear that any
individual, including a police officer, might view those images. These images captured not only
sexual abuse but also forced perpetration and other acts intended to engender feelings of com-
plicity and guilt. One survivor explained:

If the perpetrators push you into the role of the perpetrator (that is, require you to abuse
others yourself), then you're even more likely to be silent, because you ultimately feel more
of a perpetrator than a victim. If they furthermore have that on film, then you go totally mute.
(Female, mid 30s, Europe)

In the excerpt below, a survivor discussed her fear that, if she disclosed her abuse, others would
see abuse images in which she was forced to feign enjoyment. Sometimes, the experience of
abuse was physically pleasurable. Like many other survivors, she assumed that third parties
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would, once exposed to her images, agree that she was as ‘badly depraved’ as the perpetrators
insisted:

I thought everybody would then see what I was really like, badly depraved. We also had to imi-
tate orgasms and that made me think they’d think I was to blame. That was also the confusing
part it often felt good too. You learn to use your body so it will hurt the least and even give
you some pleasure and then that’s right there recorded on film. (Woman, early 40s, Europe)

Perpetrators were aware of the shame that victims felt about the images and used this shame as
a fulcrum of control and manipulation. They threatened to release images if victims didn’t do
what they wanted, or if victims disclosed. Burdened by feelings of humiliation and the sense of
being implicated in their own abuse, survivors described refusing to disclose and, in some cases,
even concealing evidence of their own abuse. This survivor went so far as to delete images of her
abuse after the death of her father:

After the main perpetrator passed away and I helped packing away his things I found the abu-
sive material on his computer—I do not understand to this day why I looked at his computer.
In my panic, I deleted his hard drive but it was clear from then on what had happened and that
it was recorded and distributed. (Woman, late 20s, Europe)

As previously mentioned, it can be very challenging for law enforcement to locate CSAM pro-
duced in particular cases of organized abuse, due to the propensity of perpetrators to hide or
destroy evidence (Gallagher 1998). However, these survey responses point to an additional
challenge, which is that victims may be strongly motivated to conceal CSAM of their own abuse
due to its deeply traumatic associations.

Social and institutional cultures of ignorance
Despite growing up in different countries, and of varying ages, all participants were abused in
a social and legal milieu in which organized abuse was not named or understood as such. As a
result, they were provided with few opportunities to meaningfully disclose the particulars of
their abuse, nor did they receive proactive inquiries that might have uncovered the scale of their
exploitation. Some survivors stated that they would have told someone about their abuse and its
recording if someone had thought to ask. A woman in her 20s from North America said:

I thought about it [disclosure] everyday. If teachers or someone had been more involved with
me and had a bond with me explaining early on what’s right and what’s not. Being a little more
direct, making sure kids actually understand what you're teaching them and that they won’t
getinto trouble. More reassurance. If [ had a good relationship with someone and if they asked
me directly I might have told. If I thought I would be believed. The kid seems to have to prove
it to be believed instead of being believed until proven otherwise.

Such excerpts emphasize the importance of asking children directly about their safety and
need for support. However, other survivors described refusing to disclose after being asked
direct questions about abuse when they were children. This was partly out of fear, but also
due to dissociation. When escape from abuse is impossible, the child may cope by feeling that
the abuse is happening to someone else and compartmentalizing her recollections of abuse so
that she is able to function in her day-to-day life. In the following quote, a survivor described
the conundrum where a severely abused child can only learn at school if they ‘don’t know’
about the abuse:
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[TThere is little point in asking children direct questions. That child will deny things. Such a
child has a whole lot of reasons for that. The first is that the child is at school and hence far
removed from the abuse and the maltreatment. They have arithmetic or grammar on their
minds and can only do that if they don’t know all the other things for the moment. (Woman,
early 70s, Europe)

It is common for survivors of organized abuse to describe their childhoods in the dissociative
terms of ‘living in two worlds’, in which they were able to function at school by ‘splitting off” their
awareness of their organized abuse (Salter 2013). However,Solinksi (2017) situates the dissocia-
tive adaptations of abused children within broader social matrixes of ‘not knowing, in which
bystanders facilitate the abuse of the child through their own processes of denial and disinter-
est. The apparent contradictions presented by the two quotes above, in which one respondent
emphasizes the need for direct inquiry into child safety, and the other suggests that such inquiry
might be deflected by the dissociated victim, can be resolved through the recognition that they
emerge from contexts in which organized abuse was not named, recognized or prioritized. The
generational and geographic differences between the two survey respondents are indicative of
the persistence and widespread nature of institutionalized ignorance of organized abuse.

Experiences of detection and investigation
Of the 60 participants who answered an optional question about disclosure, 10% reported that
their abuse was discovered by a third party, 4% reported that another victim of the same of-
fender disclosed, and 3% of survivors reported that their images were discovered. Experiences
of detection, investigation and prosecution were diverse and complicated. Multiple perpetrators
were involved in their abuse, which could oblige them to appear in court multiple times, in the
knowledge that images of their abuse had been shown to the judge and sometimes to the jury.
This was deeply traumatizing given the overwhelmingly humiliating associations that many par-
ticipants expressed regarding images of their abuse. This vulnerability was not well understood
by criminal justice personnel. For example, one survivor recounted that, as a teenager, she and
her mother were shown images of her own abuse by police in the course of their investigation

of her father’s offending:

Viewing these and seeing my mother view them was one of the most horrible experiences of
my life. It was shameful for me. I can never unseen those and neither can my mother and they
will haunt us both forever. I so wish this part of the process of prosecuting my abuser had not
happened. (Woman, 20s, North America)

This quote underscores the lack of structured decision-making and trauma-informed practice in the
management of organized abuse and CSAM investigations, with police and other criminal justice
personnel making decisions with significant consequences for victims without necessarily taking
their needs and wellbeing into account. Discovery of organized abuse was a momentous and at
times catastrophic moment in the life course of a young person. While criminal justice intervention
could bring the exploitation to an end, it could also catalyze the unravelling of family ties and safety
as the extent of the child’s abuse came to light. One woman in her forties from North America de-
scribed how the detection of her exploitation by her father while she was a teenager triggered the
collapse of her remaining family relationships. While her mother was not directly implicated in her
abuse, she described her mother as resentful of the consequences of the investigation for her life
and reputation and blamed her daughter. Meanwhile, her brother was frightened and angry that his
own sexual victimization by his father might come to light. This excerpt reinforces the brittle and
dysfunctional dynamics that can prevail in sexually abusive family environments:
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My mother stopped speaking to me because she was sure my case was going to “be big” and
make it in the news and “ruin” her “reputation” at work. My brother, upon my disclosure that
the police were investigating, said: “If you tell anyone that I know anything I will beat your ass
so bad you won’t be able to get out of bed in the morning”. Homelife only became more un-
stable and I was seen as the source of problems. (Woman, early 40s, North America)

Following the imprisonment of her father, this respondent described escalating family conflict
over the course of her adolescence, culminating in a period of homelessness that she attrib-
uted to her mother’s hostility and resentment. Her experience illustrates the serious implica-
tions and lasting consequences of criminal justice interventions for children subject to CSAM
and organized abuse, with ramifications for their basic attachments to parents and family, and
their education, housing and life outcomes. Nonetheless, disclosure and detection were pro-
foundly symbolic and meaningful to survivors, and the decision not to proceed with charges
could be damaging. In the case of one survivor, police decided not to lay charges against her
father. Decades later, this decision still had a profound psychological impact on her, reinforcing
the disregard and dehumanization of her organized abuse.

Having been abused for my entire childhood and into my early adolescence, I often felt like
that was the only purpose I served...to be this sort of toy to men, this thing to be used and re-
used. That this role was my only worth. The dropping of charges felt like validation of those
feelings...almost like the police and district attorney had signed a permission slip, a waiver that
anyone could do as they please to my body without consequence. (Woman, early 40s, North
America)

Half of the sample who answered the question on disclosure first verbally disclosed in adult-
hood, however, no participant reported any charges being laid as a result of their reports as
adults. Some survivors described being actively dissuaded from pursuing their complaint by
police, on the basis that their evidence would not likely meet the threshold for prosecution.
For many survivors, this was the expected outcome. They did not feel supported or believed as
children and anticipated that they would not be as adults. Indeed, the prospect of disbelief was,
in and of itself, profoundly retraumatizing and an obstacle to disclosure. As one woman stated:

During the time when it happened, no one noticed it. And the ones who knew did nothing
about it. I was too scared of punishment or of being killed. Later on, it seemed absurd to talk
about it. I think no one would have believed me and i did not have much proof, especially be-
cause no one would have supported me.

As an adult and right now, my fear of consequences is just as severe. In part, my memories are
very clear but also quite diffuse. I am not always coherent in my statements; sometimes an-
other part of me takes over or I dissociate. Then I only seem to tell lies because everything is
so confused. And I am so scared to lose a trial and then be defamed as a liar. This would be the
worst and I would not have the strength for this any more. (Woman, late 20s, Europe)

This quote draws together a number of interwoven themes through survey responses. Their
abuse typically went unnoticed in childhood within a broader social context in which survivors
feared—as children, and now as adults—that they would be disbelieved or held culpable for
their abuse. While survivors often passionately articulated a wish for validation, recognition and
justice, the threat of retaliation or further humiliation was a powerful obstacle, particularly as
survivors were often seeking to marshal the strength to cope with the long-term and debilitating
consequences of abuse.
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DISCUSSION

Perhaps the most striking finding of this study is that, regardless of age or country of residence,
survey participants described being subject to organized abuse in a social and institutional mi-
lieu in which the possibility of such abuse went unrecognized. Despite significant improve-
ments in knowledge and responses to child sexual abuse, ignorance of organized abuse remains
an entrenched global phenomenon. The ignorance that contextualized survey responses were
not mere absences of knowledge. Instead, identifiable zones of ignorance and practices of ig-
norance production could be surmised from survivor experiences. Zones of ignorance refers
to those spaces and settings of organized abuse that were exempt from external inquiry or
information-seeking. The most obvious zone of ignorance evident in this study was the family:
over four fifths of survey respondents identified one or both parents as the primary facilitators of
organized abuse. They described the ways in which their parent/s exploited them with apparent
impunity using family relations as a mode of control and camouflage, while the possibility of
family-based sexual abuse and exploitation went unacknowledged by those around them.

In this sense, the zones of ignorance identified in this study map closely onto long-criticized
distinctions in liberal democracies between the ‘public’ and ‘private’ sphere, in which the home
and the family are designated as ‘natural’ environments, relatively free from state oversight and
regulation (Pateman 1988). Resistance to the formulation to family-based sexual abuse as a
policy priority has been a major feature of backlash to organized abuse allegations since they
first emerged (Hechler 1988) and appears to have created an enduring blind spot to knowledge
and responses to child sexual abuse. Nonetheless, in this study, extra-familial organized abuse
could also be enshrouded by zones of ignorance, such as where a religious community or fam-
ily cannot countenance the possibility of clergy abuse, where a child had a previous victimiza-
tion and trauma history, and/or where that child has an absent, incapacitated, or disinterested
caregiver. Some respondents described themselves as traumatized and/or neglected children
whose condition lacked social legibility to institutions such as schools, but their vulnerability
was highly visible to predatory men and networks of sexual exploitation.

Zones of ignorance were reinforced by practices of ignorance, which were designed to pre-
vent information about organized abuse from entering wider circulation. Survey respond-
ents provided graphic accounts of threats, blackmail and torture to maintain their silence.
Participants were routinely made to feel implicated in their own abuse in a range of ways,
including through being forced to feign enjoyment or being forced to perpetrate against other
children. However, victims also engaged in ignorance practices. Driven by fear and guilt, vic-
tims and survivors themselves may want to hide the existence of their own CSAM, as in the
example above of an European woman who deleted the digital evidence of her abuse. In that
sense, some victims may be strongly allied with their perpetrators in seeking to preserve ig-
norance of their abuse. These zones and practices of ignorance were maintained within macro-
structures of ignorance: that is, the socially and institutionally instantiated denial and avoid-
ance of knowledge of organized abuse. In this study, children were entrapped not only by the
strategies of perpetrators and the impunity afforded to particular zones and contexts of abuse,
but also by the lack of protection afforded to them by surrounding communities and institu-
tions, where the very possibility of organized abuse and related maltreatment went unknown.
Victim adaptation to such conditions of pervasive ignorance included the development of
dissociation, a kind of internally enforced ignorance of organized abuse correlating with an
enforced and externally imposed ignorance, such that child victims may deny the presence of
organized abuse, even to themselves. The simultaneous denial of organized abuse by victims,
perpetrators and bystanders suggests that the antiepistemology of organized abuse is itself a
dissociative structure, designed to delay and fragment recognition of organized abuse at the
individual or collective level.
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In those small percent of cases where the abuse was detected, participant responses suggested
that intervention often did not take into account the unique dynamics of organized abuse and
the particular vulnerabilities of this victim group. The lack of a specialist response and explicit
recognition of organized abuse also impacted those survivors who disclosed and reported their
abuse as adults. While a number of survivors craved recognition from the police and criminal
justice system, they faced apparently insurmountable barriers linked to delayed disclosure and
the significant psychological and psychosocial consequences of organized abuse. Having en-
dured organized abuse within contexts of endemic ignorance as children, they anticipated the
likelihood of disbelief and misrecognition as adults. Indeed, as previously discussed, the discip-
lines of criminology, sociology and psychology contain within them multiple structures and dis-
courses through which narratives of organized abuse have been constituted as ‘beyond belief’
and indicative of false memories, moral panic and social contagion. Given the proliferation and
popularity of such discourses, participants in this survey were entirely rational in their predic-
tion that making a formal complaint as an adult would likely act as a provocation for further
ignorance production.

CONCLUSION

The study of organized abuse can be understood in Hess’s (2009) terms as a form of ‘undone
science’: knowledge that would be socially useful but hasn’t been generated because it has been
located outside processes of knowledge production. In this study, organized abuse had been
occulted by multiple zones, practices and structures of ignorance in ways that were generalized
across jurisdictions and generations. This ignorance was imposed by perpetrators, who engaged
in a range of strategies designed to maintain secrecy and avoid detection, but this ignorance was
also projected by victims and survivors via dissociation, non-disclosure and the active conceal-
ment of their CSAM. These manifestations of ignorance took shape and form within structures
of preferred ignorance about organized abuse entrenched in social and institutional contexts.
Such forms of ignorance can be, Smithson (1990: 208) warns, ‘built into our organizational
technostructure’, generating blind spots and biases in responses to social problems that go un-
spoken and unacknowledged. The costs of such preferred ignorance were clearly evident in this
paper, in which children were abandoned to abject exploitation, and adults survivors reported
high rates of mental illness, disability and ongoing victimization.

Ignorance of organized abuse self-evidently benefits perpetrators at the expense of victims,
but also serves the interests of other actors. In his account of the Irish history of ignorance of
child sexual abuse, Keating (2018) identifies multiple beneficiaries of this ignorance, including
state, religious and media institutions for whom the prevalence of child sexual was a challenge
to narratives of national virtue and state beneficence. The very existence of organized abuse can
also be understood as a significant challenge to state authority and ideologies of progress and
civilization, revealing instead the vulnerability of children to exploitation and commodification
amidst systemic failures of safeguarding. There are a range of actors for whom denial, disavowal
and preferred ignorance serves a defensive function, insulating them from distressing or incon-
venient truths and indefinitely deferring a response (Cohen 2001). In the contemporary con-
text, these beneficiaries includes technology companies who have remained wilfully ignorant
of the extent and seriousness of CSAM as it has proliferated on their services and platforms.
Ignorance of organized abuse and the consequent silencing of victims and survivors has pro-
vided a crucial context for the proliferation of online services and platforms that have facilitated
child sexual exploitation on a mass scale.

However, the apparent intolerance for information about organized abuse evident in a range
ofknowledge systems, including criminology, suggests a systemic or structural quality to this ig-
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norance. In her paper on the antiepistemology of sexual violence, Cunniff Gilson (2015) exam-
ines how sexual victimization expresses and symbolizes forms of human vulnerability that are
incompatible with, and stigmatized by, hegemonic modes of power and authority. Vulnerability
is, she argues, the unchosen but inescapable condition of human beings. In social structures
where vulnerability is synonymous with weakness and impairment, she argues there is an ‘active
interest’ in denying the ‘nature of the vulnerabilities at play” in sexual violence (Cunniff Gilson
2015:233). There is perhaps no more abject illustration of human vulnerability that the system-
atic sexual exploitation of a child by their parent or other adult authority figure upon whom they
depend. It is telling that dominant knowledge systems have been incapable of offering stable,
reparative modes of representation for the profoundly helpless and grossly betrayed condition
of such a child.

When it comes to organized abuse, the field of child sexual abuse has been characterized by
premature claims of definitive understanding and the foreclosure of the possibility of future
knowing. This constitutes what Faber and Proops (1998: 117) have called ‘closed ignorance)
where problems are neglected and relevant information, insights and methods go unaddressed
(p 117). The proliferation of CSAM can be understood as a moment of rupture in this closed
loop of ignorance, in which the seeding of online platforms with digital artefacts of organized
abuse have destabilized processes of ignorance production, and leant unintended but undeni-
able visibility to ignored forms of child sexual exploitation.

The first step to overcoming the legacies of ignorance production is the explicit acknowledge-
ment of organized abuse as a legitimate object of criminological knowledge, research and action.
This acknowledgement should address ‘negative knowledge’; that is knowledge of “the limits of
knowing, of the mistakes we make in trying to know, of the things that interfere with our know-
ing, of what we are not interested in and do not really want to know’ (Cetina 1999: 63). The
pursuit of ‘negative knowledge’ includes the explicit recognition that organized abuse has been
bracketed out in the pursuit of other areas of inquiry into child sexual abuse, and that action is
necessary to repatriate organized abuse as a knowable object of academic discourse and social
concern. Such action may include new forms of knowledge production, such as research, but
also the reclamation of existing information about organized abuse that has been suppressed or
illogically ordered due to deformations in the field of knowledge created by ignorance processes
and structures.

The second step is the development of policy and practice frameworks to address the chal-
lenges of organized abuse, recognizing the multiple forms of ignorance that characterize the
problem, and the necessity of decision-making and investigation under the conditions of par-
tial ignorance. Such frameworks should consider not only the modes of ignorance projected by
perpetrators and victims but the collective susceptibility to motivated ignorance of the extent
to which children can be betrayed by those they depend upon the most. In this sense, there
needs to be a recalibration in research, policy and practice in which CSAM features not only
as a problem to be solved but also as a window into the complex realities of child sexual abuse
and its lingering effects. Current response to CSAM frame the issue primarily as one of law
enforcement (identifying victims and prosecuting offenders) and of content regulation (re-
moving illegal content from the internet), which necessarily limits available responses and so-
lutions. A more comprehensive approach would include the incorporation of organized abuse
into curricula and training for child focused personnel and law enforcement, ensuring that all
professionals tasked to protect children are not ignorant of the diversity and extremity of child
sexual abuse. Such a movement necessarily requires the legitimization of voices of victims and
survivors. As this paper has clearly demonstrated, people with lived experience of organized
abuse can provide vital information about processes and contexts of child sexual abuse and the
systemic failures that make such abuse possible.
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however prior to the internet, disclosures of victimization in abuse material Accepted 9 August 2021

were the subject of skeptical scholarly commentary. The veracity of this
skeptical position has been subject to limited empirical scrutiny. The aim of
this study is to analyze the content of a sample of 1004 images of pre-internet
abuse material. The pre-internet sample was analyzed according to the char-
acteristics of victim/s, perpetrator/s and severity and setting of abuse, which
were then compared to a preexisting dataset of 34,561 contemporary abuse
images. The findings of the study underscore the severity of pre-internet abuse
material. The comparison between the pre-internet and contemporary sample
found that the average age of girls abused in abuse material has decreased,
and the severity of the material has increased. The study highlights the
significant abuse experienced by abuse material victims prior to the internet,
and suggests the popularization of the internet is linked to a trend toward
more serious offending against children in abuse material. The consistent role
of the home as the major site of abuse material production poses significant
challenges to prevention, early intervention, and prosecution.

Introduction

In recent years, child sexual abuse material (CSAM) has emerged as a global child protection challenge
and priority. CSAM refers to sexually exploitative images and video of minors, as well as, in many
jurisdictions, text, drawings, and computer simulations of child sexual abuse.' It is clear that the
internet has provided unprecedented opportunities for the production and distribution of CSAM. For
the last twenty years, reports of CSAM to United States (US) authorities have been increasing at a rate
of 50% per year (Bursztein et al. 2019). This increase is linked to the popularization of digital
technologies and improved CSAM detection methods (Bursztein et al. 2019). The Covid-19 pandemic
has accelerated demand for CSAM, as global agencies tasked with gathering reports of online abuse
and exploitation report significant increases in CSAM consumption and growing activity on online
child sexual exploitation forums (WeProtect Global Alliance 2020). However, CSAM is not a new
problem nor is it unique to, or dependent upon, the internet. Since 1970s, child protection and
criminal investigations in a range of jurisdictions have identified individuals and networks who take
images of sexual abuse (Berenbaum et al. 1984; Finkelhor and Williams 1988; Svedin and Back 1996),
while a significant cohort of children and adults disclosed CSAM victimization in clinical settings
(Burgess and Hartman 1987; Loewenstein 1994; Ross et al. 1991).

CONTACT Michael Salter @ michael.salter@unsw.edu.au @ School of Social Sciences, University of New South Wales, Sydney,

NSW 2052, Australia

'In public and academic discourse, and in legislation, CSAM has often been called “child pornography”, however there is a broad
movement away from the use of the latter term, underscoring that CSAM is a form of exploitation and not erotica (Greijer and Doek
2016).
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Despite evidence of the serious psychological and psychosocial impacts of CSAM victimization
(Canadian Centre for Child Protection 2017; Gewirtz-Meydan et al. 2018), the development of policy
responses to CSAM victims stalled in the 1990s in the face of significant media and academic backlash
(Salter 2017). The credibility of forensic evidence and victim reports of CSAM production were
robustly contested by sociologists and psychologists who framed allegations of sexual exploitation as
symptomatic of “moral panic” (Pilgrim 2018) and a child abuse “witch hunt” (Cheit 2014). This
scholarly tradition of skepticism provides an important backdrop to a contemporary CSAM crisis. The
undeniable proliferation of online CSAM and an increasingly vocal group of CSAM victims are
highlighting a long-standing policy failure to recognize and address the multiple and acute needs of
CSAM victims and the scale of demand for the material (Salter and Hanson 2021). This policy and
service gap can be linked to the cumulative delegitimization of victim reports that occurred during the
1980s and 1990s.

This paper presents the first systematic content analysis of pre-internet CSAM published to date to
provide an evidence-based understanding of child sexual exploitation in images and videos prior to the
advent of the internet. The authors analyzed a sample of 1004 CSAM images dating from the 1950s to
the early 1990s. The study provides a snapshot of the characteristics of CSAM images created prior to
the internet, including: the gender, race/ethnicity, and sexual maturation rate (SMR) of victimized
children, the severity of the images, the gender, and race/ethnicity of adult perpetrators and the setting
of the image. The findings of the pre-internet content analysis are then compared to the findings of
a general sample of 34,561 contemporary CSAM images and videos assessed in 2016, and examined
similarities and differences between the pre-internet and contemporary CSAM samples. The paper
closes by reflecting on the implications of the analysis for sociological understandings of the history of
CSAM production and the challenges of responding to contemporary crises.

Media and academic responses to CSAM allegations in the pre-internet period

While the internet has brought unprecedented visibility to the issue, CSAM has been a growing social
problem since at least the late 1960s. In the postwar period, a number of key factors coalesced to
produce what Tate (1990) called the “10 years of madness” from 1968 to 1978, when commercially
produced CSAM became widely available throughout the world. The availability of affordable camera
technology in the postwar consumer market, the expansion in international mail and trade, and the
lack of comprehensive legal frameworks and enforcement created loopholes for a global CSAM black
market. In Denmark and Sweden, the abolition of pornography bans in the late 1960s effectively
legalized CSAM, such that the two countries became major sites for the commercial production and
global export of CSAM (Tate 1990). The Netherlands was also known “not only for the production and
distribution of child pornography but also for marketing of child pornography within the nation
without risk of criminal prosecution” (Doek 1985: 411). In the United States, lax enforcement of
relevant laws (including statues on rape, incest, child welfare, vice and obscenity) facilitated
a flourishing market in CSAM, such that it had become “part of the commercial mainstream of
pornography” and widely available in the US by the end of the 1970s (US Attorney General 1986: 601).
CSAM was available “under” and “over” the counter in a range of other countries (McCarthy and
Moodie 1981; US Attorney General 1986; Whitehall and Whitehall 1980).

A landmark US case in the early 1970s, in which an investigation into the exploitation and murder of
several teenaged boys uncovered images of their sexual abuse, triggered a decade-long program of legal
reforms to criminalize child sexual exploitation in the US (Shouvlin 1981). Since the mid 1970s, rising
international awareness of the problem of CSAM led to international efforts to specifically criminalize
“child pornography” as a category of illegal material (Gillespie 2012). However, the effects of widespread
CSAM criminalization was varied. The consensus view during the 1980s was that the large-scale and
lucrative production of CSAM in the 1970s had been effectively disrupted by criminalization, reducing
the black market to a “cottage industry” of amateur production and small-scale circulation (Tate 1990).
This picture was complicated by criminal and child protection investigations that pointed to the
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organized production and widespread distribution of CSAM (Cheit 2014: 163- 167). During this period,
mental health treatment providers for sexually abused children and adults also began documenting
reports of premeditated exploitation, suggesting the existence of a significant black market in CSAM
(e.g. Burgess and Hartman 1987; Kluft 1987). Sereny (1984: xvi) argued that CSAM criminalization had
not extinguished demand but rather drove the sale of the material underground and raised prices.

As criminal justice and child protection responses to CSAM began to scale up in the 1980s, conflicts
emerged between the state, mass media, and academic understandings of the problem. For some
sociologists and historians of sexuality, for instance, the criminalization of CSAM in the late 1970s
represented a victory for conservative and reactionary forces. Sex researcher Weeks (1981) described the
criminalization of CSAM in the United Kingdom as the product of “moral panic,” while Plummer
(1985) accused the first major study of “child pornography” by Burgess and Lindeqvist Clark (1984) of
“[fleeding on moral outrage” about “kiddie porn” (p 309). Such claims emerged at a time where the
harms of child sexual abuse as a whole were openly contested in the academy. Influential queer theorist
Rubin (1984) described law reform to criminalize CSAM as “ill-conceived and misdirected” (p 272),
decrying the prosecution of “men who love underaged youth” as a “witch hunt” (p 273). Eberle and
Eberle (1986) and Stanley (1988) also described claims of widespread CSAM production to be “witch
hunts” and “myths”, respectively (notably, the Eberles and Stanley were later be revealed to be have been
involved in the sale of CSAM, see Cheit 2014: 166, 418). By the late 1980s, vocal sections of the media
mimicked claims that the problem of “child pornography” had been exaggerated by conservative forces
as part of a “witch hunt”; a position that won considerable academic support (Cheit 2014: 163- 167).

During the 1990s, sociological scholarship focused on the legal and discursive construction of
CSAM as a social problem, while disinterested in, or contesting, the seriousness of the issue itself
(Salter 2018). Much of this work was situated within a “strong” social constructionist framework in
which the definition of child, sexual abuse, and harm was understood as socially and historically
relative, and thus the claims-making of social actors about the harms of child abuse were characterized
as effectively constituting or even conjuring that harm (Pilgrim 2017). “Panic” and hysteria were
presumed to be powerful social forces motivating efforts to intervene in child abuse, particularly where
pre-meditated child sexual exploitation was described (Jenkins 1992). Bray (2009: 134) describes the
“critical paradigm” of CSAM scholarship, in which:

civil libertarians, sexual radicals, and cultural feminists claim that child pornography censorship legislation is
a symptom of the intolerant panic politics of late modernity, one of the more powerful technologies of
surveillance and control that have emerged from a dispersed child sexual abuse moral panic, and as such
a reactionary response to an exaggerated threat.

A key asymmetry in this critical paradigm was that it sought to contest public claims about the harms of
child sexual abuse while the spectrum and diversity of child sexual abuse is not interrogated in any
depth (Bray 2009). Relevant sociological considerations, such as the gendered nature of CSAM offend-
ing, or the increased networking among offenders facilitated by the spread of network technologies,
were overlooked (Adam 2002). Even within feminist scholarship, CSAM went largely unacknowledged
and untheorized amidst significant debates over the moral and social status of pornography (Bray 2009).
Instead, much of the sociological literature on “child pornography” during the 1990s focused on
descriptions of organized and sadistic abuse, conflating the issue with allegations of “satanic ritual
abuse” to suggest that disclosures of CSAM were “bizarre” and unbelievable (Cheit 2014: 159- 163).

Discursive shifts in the post-internet period

As the internet became popularized in the late 1990s, the digital evidence provided by online CSAM
began to undermine the confidence of advocates of the skeptical position. Prior to the internet, the
trade in CSAM occurred through the surreptitious exchange of physical media such as magazines,
photos, or video tapes. This material was relatively easy to hide and difficult to detect or intercept, and
it had been nigh impossible to accurately assess the extent of the CSAM market (Ahart 1982). While
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the internet made CSAM more available, it also made it more visible, quantifiable and actionable. The
sheer scale of demand for CSAM became apparent. In 2004, one study found that requests for CSAM
constituted between 3.3% and 5.6% of queries for sexual material in two major search engines (Spink
et al. 2004). Police investigations and criminal prosecutions for online CSAM offenses began to
escalate, resulting in sustained media coverage and public awareness (Gillespie 2012). The interest
in CSAM is considerable, with large online surveys finding that between 2.2% and 4.4% of the men in
the community have intentionally viewed CSAM (Dombert et al. 2016; M. Seto et al. 2015).

There have been few attempts to reconcile contemporary evidence of the prevalence and severity of
online CSAM with previous scholarly denials. One strategy has been to treat CSAM and sexual exploitation,
implicitly if not explicitly, as a technological problem unique to the post-internet period. For example,
Jenkin’s (2001) analysis of online “child pornography” maintains his position that claims about CSAM and
sexual exploitation in the 1970s and 1980s were exaggerated and commensurate with a “moral panic.”
However, he asserts that CSAM on the internet is “worse than most of us can imagine,” explaining:

This is not just a case of soft-core pictures of precociously seductive fifteen-year-olds. Having spent a decade
arguing that various social menaces were vastly overblown—that serial killers and molesters did not lurk behind
every tree, nor pedophile priests in every rectory—I now found myself in the disconcerting position of seeking to
raise public concern about a quite authentic problem that has been neglected (Jenkins 2001: 9).

Jenkin’s belittling references to images of “precociously seductive” minors and “lurking” clergy
offenders are indicative of the trivializing tendencies of “moral panic” scholarship on child sexual
abuse (see Pilgrim 2018). However, subsequent work goes on to argue for a “virtuous” moral panic
over online CSAM, which he feels has not attracted adequate attention (Jenkins 2009). He attributes
that absence of such a “panic” to the technological difficulties in assessing the true extent of CSAM, as
well as the “capture” of the issue by law enforcement. Bray (2011) puts forward an alternative
explanation, suggesting that disinterest and inaction over CSAM is linked to the social milieu of
disbelief exemplified by discourses of moral panic, which have posited concern about CSAM as
indicative of a censorious and unenlightened attitudes.

As the accumulation of CSAM has become an undeniable social problem, claims that child sexual
exploitation is an unfounded “moral panic” have quietened, although such modes of argumentation
persist among those who oppose online regulation in the name of child protection (Livingstone 2011).
However, emerging from a history of skepticism and disbelief, social scientists have had relatively little
to say about the contemporary CSAM crisis even as technology companies and civil society stake-
holders describe reaching “breaking point” as they are flooded by millions of reports of CSAM
each year (Bursztein et al. 2019: 1).

While scholarly attention has been paid to the policing challenges of CSAM (Jewkes and Andrews
2005), the social implications of CSAM has been a neglected topic, despite burgeoning sociological and
criminological interest in the image-based and technologically facilitated abuse of adults. The topic of
CSAM offending and prevention has been largely delegated to forensic psychologists. Victimology
studies of CSAM (Canadian Centre for Child Protection 2017; Gewirtz-Meydan et al. 2018; Salter
2013) underscore the serious psychological and psychosocial impacts of CSAM on children; however,
children and adults disclosing CSAM victimization report a widespread lack of support from a range
of agencies, including the criminal justice system and mental health system, where notions of “moral
panic” and “witch hunt” continue to influence decision makers (Canadian Centre for Child Protection
2017; Salter 2013).

It is evident that skeptical discourses of CSAM in the 1980s and 1990s have an ongoing impact on
policy and practice responses, and there is a need for an evidence-based reassessment of claims about
CSAM during this period. This paper presents the findings of the first content analysis ever under-
taken of CSAM produced prior to the advent of the internet in the mid-1990s. While the primary aim
of this study is to describe the content of a sample of pre-internet CSAM, it has two secondary aims.
First, the study aims to provide some context and background information for victim descriptions and
disclosures of production of CSAM prior to the internet, recognizing the history of journalistic and
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academic disbelief that frames their disclosures. Second, the study aims to provide comparable
findings to contemporary CSAM analysis, facilitating a discussion of the similarities and differences
between pre-internet and post-internet CSAM. In doing so, the study seeks to contribute to a more
accurate history of CSAM as a social and criminological problem, and provide foundational evidence
for improved responses as well as scholarly understanding.

Methodology

This study is based on the analysis of 1004 CSAM images randomly generated from a cache of 27,000
images of pre-internet CSAM held by the Canadian Center for Child Protection (C3P). C3P is
a registered charity dedicated to the safety and protection of children. Among its multiple services,
C3P runs Cybertip.ca, Canada’s official tipline for reporting CSAM and the online sexual exploitation
of children. In late 2018, C3P requested that the first author conducts a content analysis of the cache of
pre-internet CSAM. C3P had recently published a survey of 150 survivors of CSAM, the majority of
whom described pre-internet exploitation (Canadian Centre for Child Protection 2017), and was
seeking further information about pre-internet CSAM. C3P expressed concern about a persistent
skeptical view of adults reporting non-recent CSAM victimization in the absence of robust informa-
tion about CSAM prior to the advent of the internet.

Ethics approval

This study was approved by the University of New South Wales Human Rights Ethics Committee
(HC190210). In March 2019, C3P also briefed Public Safety Canada, the Royal Canadian Mounted
Police and representatives of the government of the Province of Manitoba (which is the province
within which C3P headquarters are located) regarding the study.

Data collection

The study was undertaken in May 2019, while the first author was resident at C3P as a visiting scholar.
Since 2017, Cybertip.ca has archived CSAM which provides analysts with important context during
image assessment, such that a single image can be situated within the continuum of abuse experienced
by a victim. CSAM in this archive is subject to content analysis by the Cybertip team using their media
assessment tool, called the Classifier. The Classifier software enables analysts to view image files and
“tag” images according to the content depicted in the image (for example, the sex of the child, the
severity of the image, the presence of one or more offenders, and so on) generating quantitative data
on the content of CSAM. C3P has published data on a large contemporary sample of CSAM in a 2016
report (Canadian Centre for Child Protection 2016). The C3P database includes a cache of 27,000
CSAM images that C3P believes to have been manufactured prior to the mid-1990s (that is, prior to
the public adoption of the internet in the mid-1990s). These images were based on physical photo-
graphs that had been digitized and circulated online by offenders.

In May 2019, the head of the Cybertip.ca team randomly generated a sample of 1004 images from the
larger cache of pre-internet material. This sample size was selected as a practical number that could be
coded by the investigator during his time as visiting scholar, and one that would provide reasonable
statistical power. The author worked with the Cybertip analyst team to conduct an analysis of this
sample, coding for the characteristics of: victims (including sex, apparent ethnicity, age range according
to the Sexual Maturation Rating (SMR) (see Table 1), number of children in the image, and the visibility
of their faces, which is a critical safety and privacy concern), perpetrators (including apparent ethnicity,
sex, number of perpetrators in the image, and the visibility of their faces), severity of the sexual acts
(according to the standardized Sexual Violence Rating (SVR) used in image assessment, see Table 2), and
the context in which the image appears to have been produced (home setting, outdoors, studio).
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Table 1. Sexual maturation rating.

Sexual maturation rate Chronological age
SMR 1 Under 8

SMR 2 8- 11

SMR 3 11- 12 girls, 12— 14 boys
SMR 4 12- 16 girls, 14— 15 boys
SMR 5 16— 17 girls, 15— 16 boys

SMR is a scale of physical development in children, adolescents, and adults based on visual
assessment of external primary and secondary sex characteristics (see Table 1). SMR provides an
evidence-based scale for estimating the age of children victimized in CSAM since the identities of these
children are often unknown to authorities, and the abuse image provides the only indicator of the age
of the child (Cooper 2011). The first author was provided with detailed training in SMR assessment at
C3P and could cross-check his SMR assessments with those of experienced C3P image analysts
throughout the research process.

SVR provides four simple categories of CSAM, ranging from sexualized nude images of children
(SVR1), extreme posing of nude children with a focus on the anogenital and/or breast region (SVR2),
images with a sexual act present (which may include acts of the child upon themselves, coerced sexual
contact between children, or the abuse of child/ren by an adult/s) (SVR3), and images depicting
torture (including physical restraints, sadism, bestiality, or paraphiliac abuse such as acts involving
urine or feces) (SVR4) (Table 2).

The Classifier automatically tallies data that was exported to Excel for further analysis. The raw data
set was an Excel spreadsheet comprising 41 unstructured wide form string variables, including case
identification code, pertaining to 1,007 photos of child exploitation. Three of these photos did not
include data on children and were subsequently removed. Data was then imported to SPSS (version
25.0), with string variables converted to structured dichotomous (e.g., child sex and face visibility) or
categorical (e.g. SMR, race) numeric variables. Variables indicating child gender, race, SMR, SVR, and
face visibility were created for each child captured in each photo, up to a maximum of seven children
(the most captured in a single photo). Likewise, variables indicating perpetrator gender, race, and face
visibility were created for each perpetrator present in each photo, up to a maximum of four
perpetrators (the most captured in a single photo).

Limitations
The study is drawn from a randomly generated sample of 1004 images taken from an archive
containing historical CSAM that has been digitized and circulated online. It may not be an accurate
representation of pre-internet CSAM available at the time, since it is highly likely that not all CSAM
from the pre-internet period has been shared on the internet by offenders. The study cannot tell us
what material was more or less popular or in demand but rather it provides a “snapshot” of a random
sample. No video material was analyzed (although some of the images in the sample appeared to be
“screenshots” or images taken from videos) and so the study is not indicative of films produced in the
pre-internet period.

For the purpose of comparison, the paper compares the content of the pre-internet sample with the
previously published findings of an analysis 34,561 CSAM images and videos conducted from 2008-
2015 (Canadian Centre for Child Protection 2016). This is a large sample of CSAM circulating online

Table 2. Sexual violence rating.

Sexual violence rate

SVR1 Sexual posing (images of children posing nude or partially nude where their sexual organs are exposed)

SVR2 Extreme posing (images focused on the anogenital region)

SVR3 Sexual act present (images of children coerced into sexual contact with other children, or being sexually abused by adult/s)
SVR4 Torture (physical restraints, sadism, bestiality, paraphiliac abuse)
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during this period. It does not exclude pre-internet material and hence the comparison is not between
pre-internet and post-internet CSAM, but rather between pre-internet and contemporary CSAM
(including pre- and post-internet material). The comparison provides general indicators of CSAM
trends over time, rather than a robust comparison between pre-internet and post-internet material. It
is possible that the pre-internet and contemporary samples does not include a representative sample of
the most extreme and severe material (SVR 4) since there is evidence that the most severe content is
hosted in secure or hidden locations and/or circulates between small groups of offenders (Canadian
Centre for Child Protection 2016: 12).

Results
Child sexual abuse photos

Of the 1,004 photos, a quarter depicted the sexual assault of children by an adult (n = 272, 27.1%), and
one-in-ten showed children in sexual contact with other children (n = 111, 11.1%). The majority of the
photos depicted a single child (n = 801, 79.8%). Substantially more photos included girls (n = 842,
83.9%) than boys (n = 194, 19.3%). The majority of the photos included children who were Caucasian
(n = 826, 82.3%) and/or had a visible face (n = 737, 73.4%). The mean SMR per photo was 1.89
(sd = 1.13), with almost half of all photos including a child with an SMR of 1 (n = 479, 47.7%),
corresponding to under 8 years of age. The mean SVR per photo was 1.95 (sd = 0.95), with the highest
proportion of photos having an SVR of 3 (n = 422, 42.0%), indicating the presence of a sexual act.
Perpetrators were present in around one-third of photos (n = 303, 30.2%), most of whom were male
(n = 252, 83.2%), Caucasian (n = 246, 81.2%), and did not have a visible face (n = 187, 61.7%).

As presented in Table 3, photos containing a perpetrator were significantly more likely to include
fewer (mean number of children per photo = 1.13 vs. 1.30) and younger children (mean SMR = 1.70 vs.
1.97) who were subject to more severe sexual acts (mean SVR = 2.73 vs. 1.62). Compared to photos
where a perpetrator wasn’t present, a significantly greater proportion of photos with a perpetrator
present were of girls only (87.3% vs. 77.4%) and were taken in a house (87.5% vs. 68.8%). A greater
proportion of photos without a perpetrator present were taken outdoors (20.2% vs. 3.8%) and included
a child’s visible face (84.3% vs. 65.0%).

Most of the 1,004 photos examined were taken inside a home (n = 721, 71.8%), whilst relatively few
were taken outdoors (n = 153, 15.2%) or in a studio (n = 104, 10.4%). Given this disparity, a series of
one-way ANOVA’s and chi-square tests were conducted to examine the differences between photos by
setting. The results of these comparisons are presented in Table 4. Post hoc comparisons indicate that
photos of children taken inside a house had significantly lower average SMR scores than photos of
children taken in a studio (mean difference = 0.33, p = .019) or outdoors (mean difference = 0.31,
p =.006). Mean SVR scores were also significantly higher among photos of children taken inside

Table 3. Differences between photos (n = 1,004) by perpetrator presence.

Perpetrator present No perpetrator present
n =303 n =701 t(d)/X(®)

Children in photo (mean, sd) 1.13 (0.40) 1.30 (0.61) t = 5.06%** (.32)
Photo SMR (mean, sd) 1.70 (1.13) 1.97 (1.12) t = 3.60%** (.25)
Photo SVR (mean, sd) 2.73 (0.69) 1.62 (0.89) t = —21.51%** (1.40)
Child face Visible (n, %) 193 (65.0%) 544 (84.3%) X% = 44.76%** (.22)

Not visible (n, %) 104 (35.0%) 101 (15.7%)
Child gender Boys only (n, %) 26 (8.9%) 118 (17.0%) X2 = 12.93** (.12)

Girls only (n, %) 254 (87.3%) 538 (77.4%)

Both (n, %) 11 (3.8%) 39 (5.6%)
Setting House (n, %) 252 (87.5%) 469 (68.8%) X% = 46.12%%* (.22)

Studio (n, %) 25 (8.7%) 75 (11.0%)

Outdoors (n, %) 11 (3.8%) 138 (20.2%)

*p < .05; **p < .01; ***p < .001; n.s = not significant.



8 M. SALTER AND T. WHITTEN

Table 4. Differences between photos by setting.

House Studio Outdoors
(n=721) (n = 100) (n = 149) ANOVA/X? (®)
Child SMR (mean, sd) 1.83 (1.11) 2.16 (1.13) 2.15 (1.16) F(2,967) = 9.47**
Child SVR (mean, sd) 2.11 (0.96) 1.77 (1.07) 1.27 (0.66) F(2,96) = 52.85%**
Children (mean, sd) 1.24 (0.52) 1.22 (0.50) 1.30 (0.74) n.s
Perpetrator Present (n, %) 252 (35.0%) 25 (25.0%) 11 (7.4%) X2 = 46.13%%* (.22)
Not present (n, %) 469 (65.0%) 75 (75.0%) 138 (92.6%)
Child Visible (n, %) 521 (72.3%) 76 (76.0%) 130 (87.2%) X% = 15.70%** (.131)
face Not visible (n, %) 158 (21.9%) 20 (20.0%) 12 (8.1%)
Perpetrator face Visible (n, %) 43 (22.6%) 3 (12.5%) 5 (55.6%) X2 = 6.92% (.176)
Not visible (n, %) 147 (77.4%) 21 (87.5%) 4 (44.4%)
Child gender Boys only (n, %) 98 (13.9%) 12 (12.1%) 30 (20.1%) n.s
Girls only (n, %) 566 (80.3%) 82 (82.8%) 115 (77.2%)
Both (n, %) 41 (5.8%) 5(5.1%) 4 (2.7%)
Perpetrator gender Male (n, %) 202 (80.2%) 22 (88.0%) 9 (81.8%) n.s
Female (n, %) 50 (19.8%) 3 (12.0%) 2 (18.2%)
Target of Sexual activity Other child (n, %) 97 (13.5%) 7 (7.0%) 5 (3.5%) n.s
Adult (n, %) 221 (30.7%) 19 (19.0%) 5 (3.5%)
Self (n, %) 63 (8.7%) 8 (8.0%) 6 (4.0%)

*p =.1; *p < .05; **p < .01; **p < .001; n.s = not significant.

a house compared to photos taken in a studio (mean difference = 0.35, p = .001) or outdoors (mean
difference = 0.84, p < .001). Chi-square analyses indicate that a significantly greater proportion of
perpetrators were present in photos taken inside a home (35.0%) compared to photos taken in a studio
(25.0%) or outdoors (7.4%). Photos taken in an outdoor setting had a significantly greater proportion
of children (87.2%) or perpetrators (55.6%) with a visible face. There were no significant differences
between photo setting and the number of children included in each photo, child, and perpetrator's
gender, or the target of sexual activity.

Children in the images

Collectively, 1,252 unique children were identified from the photos, most of whom were female
(n = 958, 76.5%), Caucasian (n = 997, 79.6%), and had a visible face (n = 866, 69.2%). Almost half
of all children had an SMR score of 1 (n = 542, 43.3%) or an SVR score of 3 (n = 533, 42.6%),
corresponding to an estimated age of under 8 years and being depicted in a sexual act, respectively.
Very few children had an SMR score of 5 (n = 3, 0.2%). Around one-in-five children were photo-
graphed being sexually assaulted by an adult (n = 281, 22.4%) or having coerced sexual contact with
another child (n = 220, 17.6%). One percent of children (n = 13) were engaged in acts considered to be
torture. Correlation coefficients indicate that a younger age (SMR) was significantly associated with
higher severity of sexual abuse (SVR), r = —.084, p = .005.

The disproportionate representation of girls in CSAM suggests potential gender differences in child
sexual abuse characteristics. As such, a series of independent samples t-tests and chi-square tests were
conducted to determine if there were any significant differences between child gender and character-
istics of CSAM. As depicted in Table 5, boys had significantly higher average SVR scores (boys 2.34 vs.
girls 2.01) and were more often depicted as having coerced sexual contact with another child (boys
65.6% vs. girls 25.1%). By comparison, significantly more girls were photographed with a perpetrator
(girls 27.9% vs. boys 10.6%), had a visible face (girls 78.5% vs. boys 63.6%), and were sexually assaulted
by an adult (girls 58.4% vs. boys 16.0%). No significant differences were observed for child SMR,
perpetrator face visibility, perpetrator gender, and setting.
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Perpetrators in the images

Three-hundred-and-eight unique perpetrators were identified from the photographs, the majority of
whom were male (n = 254, 82.5%), Caucasian (n = 249, 80.8%), and did not reveal their face (n = 189,
61.4%). Most perpetrators were photographed with female children (n = 267, 86.7%), Caucasian (n = 236,
76.6%), had a visible face (n = 196, 63.6%), appeared to be under 8 years of age (SMR 1; n = 166, 53.9%),
and/or were being sexually assaulted by an adult (SVR 3; n = 256, 83.1%). Comparisons by perpetrator
gender are presented in Table 6 and indicate that children photographed with male perpetrators had
significantly higher SVR scores than children photographed with female perpetrators (2.88 vs. 2.50).
Furthermore, a higher proportion of female perpetrators than male perpetrators had a visible face (34.0%
vs. 17.7%). No other gender differences between perpetrators were found.

Comparison with 2016 snapshot data

From 2008 to 2015, Cybertip analyzed 43,762 unique images and videos of child sexual abuse, 95.9% of
which were found on the internet (Canadian Centre for Child Protection 2016). Around 80%
(n = 34,561) of these images and videos were included in a subsequent content analysis by C3P

Table 5. Differences between children (n = 1,252) by gender.

Boys Girls
n =256 n =958 t(d)/X3(®)
Child SMR (mean, sd) 2.08 (1.17) 2.00 (1.13) n.s
Child SVR (mean, sd) 2.34 (0.90) 2.01 (0.94) t = —4.86*** (.36)
Perpetrator present Yes (n, %) 27 (10.6%) 267 (27.9%) X2 = 32.93%%* (117)
No (n, %) 228 (89.4%) 689 (72.1%)
Child face Visible (n, %) 161 (63.6%) 694 (78.5%) X2 = 23.32%%* (.14)
Not visible (n, %) 92 (36.4%) 190 (21.5%)
Perpetrator face Visible (n, %) 3 (15.0%) 47 (22.5%) n.s
Not visible (n, %) 17 (85.0%) 162 (77.5%)
Perpetrator gender Male (n, %) 20 (74.1%) 221 (82.8%) n.s
Female (n, %) 7 (25.9%) 46 (17.2%)
Setting House (n, %) 186 (74.7%) 679 (73.3%) n.s
Studio (n, %) 20 (8.0%) 99 (10.7%)
Outdoors (n, %) 43 (17.3%) 148 (16.0%)
Target of Sexual activity Other child (n, %) 107 (65.6%) 103 (25.1%) X2 = 98.15%** (41)
Adult (n, %) 30 (18.4%) 68 (16.5%)
Self (n, %) 26 (16.0%) 240 (58.4%)
*p < .05; **p < .01; ***p < .001; n.s = not significant.
Table 6. Differences between perpetrators (n = 308) by gender.
Male Female
n =254 n =54 tHd)/ XA (D)
Child SMR (mean, sd) 1.85 (1.10) 1.74 (1.15) n.s
Child SVR (mean, sd) 2.88 (0.50) 2.50 (0.81) t = —3.16** (.56)
Child gender Male (n, %) 20 (8.3%) 7 (13.2%) n.s
Female (n, %) 221 (91.7%) 46 (86.8%)
Child face Visible (n, %) 162 (65.1%) 34 (65.4%) n.s
Not visible (n, %) 87 (34.9%) 18 (34.6%)
Perpetrator face Visible (n, %) 34 (17.7%) 16 (34.0%) X2 = 6.09% (.16)
Not visible (n, %) 158 (82.3%) 1 (66.0%)
Setting House (n, %) 210 (87.1%) 6 (88.5%) n.s
Studio (n, %) 22 (9.1%) 4 (7.7%)
Outdoors (n, %) 9 (3.7%) 2 (3.8%)
Target of Sexual activity Other child (n, %) 10 (4.3%) 3 (7.9%) n.s
Adult (n, %) 221 (95.3%) 35 (92 1%)
Self (n, %) 1 (0.4%)

*p < .05; **p < .01; ***p < .001; n.s = not significant.
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(2016), which collectively identified 46,859 children, and also 14,812 adults visible in 12,297 images
and photos. Hereon-in, we compare the characteristics of pre-internet CSAM with contemporary
CSAM, the latter of which was sourced from the aforementioned content analysis, with the aim of
examining changes in CSAM over time.

A comparison of the children identified in the pre-internet and contemporary CSAM samples are
provided in Table 7. Effect sizes, as indicated by ORs (95% CI), were relatively weak for all comparisons.
Around 80% of all children in contemporary CSAM appeared to be under 12 years of age (SMR 1-2),
compared to around 70% of all children in pre-internet CSAM. This corresponds to children captured in
contemporary CSAM having 1.45 (95% CI = 1.27-1.64) times the odds of appearing younger. This major
shift appears to have been from post-pubescent to pre-pubescent girls, with the proportion of girls aged
less than 12 years old increasing from 70.8% in the pre-internet sample to 79.4% in the contemporary
sample, translating to an OR of 1.59 (95% CI = 1.38-1.84). The age distribution of boys remained
essentially unchanged between the pre-internet and contemporary samples.

There was some change in the ethnic composition of children over time, with ORs indicating that
children in contemporary CSAM were 1.29 (95% CI = 1.10-1.51) times more likely to be white,
although the magnitude of this effect is weak. The proportion of children with an SVR rating of 3 or 4
was slightly higher for contemporary CSAM (50%) than for pre-internet CSAM (46.7%), correspond-
ing to a weak, albeit significant OR of 1.14 (95% CI = 1.02-1.28). Compared to pre-internet CSAM,
children in the contemporary CSAM sample who had an SMR of 1-2 were 1.54 (95% CI = 1.33-1.79)
times more likely to have an SVR rating of 3-4. Similarly, children who had an SMR of 3-5 had a 1.27
(95% CI = 1.01-1.60) greater odds of also having an SVR rating of 3-4.

Table 8 compares the presence of children and adults in CSAM. A key finding is that an
adult was present in only a quarter of images in the pre-internet sample but in over half of
images in the contemporary sample. The proportion of images depicting a single child reduced
from 60.6% in the pre-internet sample to 26.1% of the contemporary sample, and the propor-
tion of images with more than one children increased from 15.3% to 19.8%. The 2016 sample
included images of children with animals (bestiality) and no such images were evident in the
pre-internet sample.

Table 7. Comparisons of children identified in pre-internet vs. contemporary CSAM.

SAMPLE
Pre-internet Contemporary
(n=1,252) (n = 46,859) OR (95% Cl)
SEXUAL MATUIRTY RATING
ALL SMR 1-2 843 (71.3%) 33,953 (78.2%) 1.45 (1.27-1.64)***
SMR 3-5 340 (28.7%) 9,464 (21.8%)
GIRLS SMR 1-2 656 (70.8%) 27,465 (79.4%) 1.59 (1.38-1.84)***
SMR 3-5 270 (29.2%) 7,111 (20.6%)
BOYS SMR 1-2 168 (71.2%) 5,927 (71.8%) n.s
SMR 3-5 68 (28.8%) 2,324 (28.2%)
ETHNICITY
White 997 (84.0%) 36,122 (87.1%) 1.29 (1.10-1.51)**
Nonwhite 190 (16.0%) 5,342 (12.9%
SEVERITY OF ABUSE
SVR 1-2 623 (53.3%) 21,880 (50.0%) 1.14 (1.02-1.28)*
SVR 3-4 546 (46.7%) 21,880 (50.0%)
SEXUAL MATURITY RATING AND SEVERITY OF ABUSE
SVR1-2 SVR3-4 SVR 1-2 SVR 3-4
SMR 1-2 406 (54.8%)335 (45.2%) 7,863 (44.0%)10,016 (56.0%) 1.54 (1.33-1.79)***
SMR 3-5 179 (58.5%)127 (41.5%) 8,155 (52.6%)7, 341 (47.4%) 1.27 (1.01-1.60)*

*p < .05; **p < .01; ***p < .001; n.s = not significant.
Note: percentages based on non-missing data.
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Table 8. Comparisons of individuals in images.

SAMPLE
Individuals in images Pre-internet sample (N = 1322) 2016 sample (n = 12,600)
Adult 318 (24.1%) 6,756 (53.6%)
Single child 801 (60.6%) 3,294 (26.1%)
More than one child 203 (15.3%) 2,498 (19.8%)
Animals and children - 52 (0.4%)

Percentages based on non-missing data.

Discussion

The findings of the pre-internet study highlight the seriousness of CSAM prior to the advent of the
internet. Almost half of photos (47.7%) depicted children under 8 years of age, one-quarter (27.1%) of
photos depicted the adult sexual assault of a child, and one in 10 (11.1%) showed a child in sexual
contact with other children. With over four-fifths (82.3%) of photos depicting Caucasian children, it
can be inferred that the majority of pre-internet CSAM was being produced in Anglo-European
countries. CSAM is a gendered form of exploitation with 82.5% of perpetrators identified as male and
76.5% of victims identified as female, and significant gender differences in victimization patterns
between boys and girls. The majority of girls (58.4%) were depicted being sexually assaulted by an
adult compared to 16% of boys; however, two-thirds of boys (65.6%) were depicted in coerced sexual
contact with another child compared to one-quarter of girls (25.1%). This is a revealing finding in light
of disclosures from children victimized in CSAM that coerced sexual contact between children is
common in CSAM production, producing feelings of moral injury and collusiveness (Burgess and
Lindeqvist Clark 1984), where perpetrators may force or encourage male victims in particular to
identify with the perpetrator/s via sexual contact with other children (Salter 2013).

In almost three-quarters of images (73.4%), the child’s face was visible, constituting an additional
violation of the child’s privacy and dignity, and a threat to their safety. Up to one-third of adults who
self-report victimization in CSAM describe being recognized or otherwise stalked and harassed by
CSAM consumers in their day-to-day lives, with the exposure of their faces in illegal imagery a key risk
factor (Canadian Centre for Child Protection 2017). Awareness of the ongoing circulation of their
material and the possibility that they may be recognized by a perpetrator is a major source of anxiety
and distress for CSAM victims and contributes to their high rates of depression, social isolation, and
post-traumatic stress disorder (Canadian Centre for Child Protection 2017; Gewirtz-Meydan et al.
2018). In contrast, perpetrators hid their faces in almost two-thirds of the images they appeared in.
Thus, in the majority of cases, the child’s identity was exposed in CSAM, while oftenders reduced the
likelihood that they could be identified engaging in criminal sexual acts.

Images with adult perpetrators were more likely to depict younger children and more serious sexual
acts than images without adult perpetrators. Importantly, the study found that younger age was
significantly associated with higher severity of sexual abuse, a finding consistent with studies of
contemporary material (Canadian Centre for Child Protection 2016; Seto et al. 2018). One percent
of children in the study were subject to torture; indeed, the younger the child, the more serious the
abuse. In the pre-internet literature, reports of CSAM victimization were relatively common from
clinical cohorts who also disclosed early initiation of abuse and sadistic abuse (Goodwin 1993). This
study adds to the evidence presented in other CSAM content analyses that corroborates this clustering
of abuse characteristics - CSAM victimization, severity of abuse, and young age - and suggests
a distinct pattern of sexual violence that requires further investigation (Canadian Centre for Child
Protection 2017; Seto et al. 2018).

The majority of material was produced in home environments (71.8%) and such images were
particularly egregious, depicting younger children and more serious abuse. The role of the home and
familial offenders in CSAM production has been a persistent theme in the disclosures of child and
adult CSAM victims since the pre-internet period (Salter 2013). The findings of this study provide
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clear evidence that the home was a major site of CSAM production prior to the advent of the internet,
and adds credibility to the narratives of survivors from this period. The disproportionate role of
familial offenders in creating new and highly traded CSAM content is a major child protection
challenge today; however, this problem has been persistently overlooked by policy-makers who have
focused on extra-familial CSAM production (Kelly and Regan 2000).

While female perpetrators were present in a minority of images (17.5%), these research findings
affirm the frequent identification of female perpetrators in CSAM production by child and adult
survivors (Salter 2013). Further statistical analysis of the study findings brings to light the likely gender
dynamics of CSAM production. The fact that photos with female perpetrators were more likely to
depict the face of the woman, whereas men’s faces were more likely to be protected in the images,
reinforces research findings that women typically have had a co-offending or facilitating role in child
sexual exploitation and they are unlikely to be directing the abusive behavior (Faller 1987).

The comparison between the pre-internet and contemporary sample indicates that the average age
of girls abused in CSAM has decreased, and the severity of the material has increased over time. This
shift toward more serious abuse is particularly evident for younger children (SMR 1-2), where the
proportion of images depicting serious sexual abuse (SVR 3- 4) shifted from 45.2% to 56% from the
pre-internet to contemporary sample. The trend toward increased severity is also evident in the
increased presence of adult offenders in abuse images, the drop in images depicting a child without
an adult present, and the presence of animals in a few abuse images in the 2016 sample. These findings
affirm the results of Seto et al.’s (2018) comparison of two datasets of actively traded CSAM involving
known victims: the first dataset included cases from 2002-2014, and the second included cases from
2011-2014. While this study compared two post-internet datasets, it also found that the severity of
abuse in images has increased over time. The findings of the pre-internet study, and the comparison
with the 2016 data, suggests that there has been a long-term shift in CSAM production toward more
severe abuse against an increasingly young cohort of victims, particularly girls.

Conclusion

This paper presents the first systematic content analysis of pre-internet CSAM, providing important
context to the disclosure of CSAM victimization prior to the mid-1990s, and highlighting the
seriousness of CSAM victimization over the last half century. To date, little has been known about
the content of pre-internet CSAM, which has made it difficult to verify the disclosures of children and
adults from this period, who have been exposed to significant levels of skepticism and disbelief.
Furthermore, the contemporary focus on online CSAM and the role of technology in child sexual
exploitation can create the impression that the internet has had a formative role in the creation of the
CSAM trade. However, this study points to significant continuities in CSAM content from the pre-
internet to post-internet period, particularly the home-based exploitation of young children, with
a predominance of female victims and male perpetrators. Characteristics of abuse that had previously
elicited allegations of exaggeration, such as child torture, were present in the pre-internet sample albeit
in relatively low numbers, and were more common in the contemporary sample.

Comparison with a larger contemporary sample suggests a long-term trend toward more serious
abuse of children, particularly pre-pubescent girls, a finding evident in other studies (Seto et al. 2018).
It is possible that the widespread availability of CSAM on the internet, as well as the online formation
of abuse networks and forums have contributed to the trend toward more severe abuse. The impact of
online abuse networks on the dynamics of child sexual abuse and exploitation has been the subject of
limited scholarly investigation to date (Bissias et al. 2016; O’Halloran and Quayle 2010) and requires
further research. However, the trend toward more severe abuse in contemporary CSAM networks is
congruent with studies of group-based sexual offending which suggest that the involvement of multi-
ple perpetrators tends to promote more egregious and serious abuse (Horvath and Kelly 2009).
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Sociological accounts of CSAM have focused on critiques of expert and populist discourses, and
their impact on law and public policy (Salter 2018). Such analyses have been advanced via the social
construction theories of “moral panic” and associated forms of discourse analyses whose primary data
are the public utterances of experts and journalists. This paper introduces a critical and overlooked
factor into the public record: information about the content of historical CSAM that was previously
only within the purview of either CSAM consumers or those involved in disrupting the traffic, such as
law enforcement. In this process, the paper seeks to address a basic asymmetry in the historical analysis
of child sexual exploitation. In the absence of verified information about CSAM content in the pre-
internet period, speculation about the seriousness of CSAM and therefore the legitimacy of state and
police responses abounded. However, the findings of this paper accords with early warnings about the
severity of CSAM that emerged in the 1970s and prompted a widespread program of legal reform and
criminalization.

As described earlier in the paper, these reforms were met with significant skepticism among
libertarian-minded activists and scholars who generated an extensive literature questioning the
credibility of victim reports. The hegemony of these claims has produced a kind of criminological
and sociological “common sense” that stalled the development of effective policy responses, and has
rendered the social sciences poorly placed to respond effectively to the rapidly emerging crisis of child
sexual exploitation (Pilgrim 2018). There are, of course, legitimate and ongoing debates about the role
of the state in the regulation of sexual life and the instrumentalization of public concern about CSAM
in the advancement of carceral or surveillance agendas by law enforcement or the state. This paper
seeks to inform these debates with more comprehensive information about the seriousness of CSAM
as a social problem over the last fifty years.

This study has a number of policy and practice implications. The study first documents the serious
abuse of children by CSAM during a period where specialist services for sexually exploited children were
unavailable. We can infer from this that the adult population includes a group of people victimized in
CSAM who are likely to require support for the long-term impacts of such abuse. Second, the compara-
tive analysis points to the persistence of the home as a site of serious exploitation, despite a focus by
policy-makers on the threat of extra-familial exploitation. There is a clear need for the development of
effective prevention, detection, and intervention models for home-based and family-based exploitation.
Third, the persistence of specific patterns of exploitation identified by the study runs counter to the
skeptical claims of scholars who have questioned the veracity of CSAM allegations since they emerged in
the 1970s. This skeptical tradition continues to have influence in the academy (Cheit 2014; Pilgrim 2018),
raising important questions about scholarly self-reflection and accountability, and the role of academics in
the social construction of the very same problems they are analyzing as social constructions.
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Abstract

Amidst renewed concern about the prevalence of
online child sexual abuse material, the global tech-
nology sector is refocusing on models of multi-
stakeholder governance and the development of new
technological solutions. This paper argues that the
language of multistakeholderism and technological
solutionism obscures the administrative and com-
mercial practices that facilitate the widespread
distribution of abuse material. To illustrate this point,
the paper describes the 2019 intervention of the
Canadian Centre for Child Protection in the opera-
tions of “Trichan”, three websites that were amongst
the largest purveyors of abuse material on the open
web for 7 years. The case study underscores the
materiality of the Internet and the role of commercial
relations within the infrastructure stack in the provi-
sion of illegal content. While identifying opportunities
for the mass removal of abuse material, the paper
questions the discretion granted to technology com-
panies under laissez faire regulation, and troubles
characterizations of Internet infrastructure as neutral
and instrumental factors in the epidemic availability of
abuse material.
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For the purpose of this paper, child sexual abuse material (CSAM or “abuse material”) refers
to media, including images, video, audio, and text, which depict the sexual abuse and
exploitation of children. The most common legal and media term for abuse material is
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“child pornography”; however, this term is generally avoided in the research literature, re-
cognizing that such photos and videos are evidence of sexual abuse." Since 1998, reports
of abuse material to US authorities have increased year-on-year by an average of 50%,
linked to the advent of social media, online gaming communities and the availability of
anonymous, encrypted services, as well as improvements in the detection and reporting of
illegal material (Bursztein et al., 2019). Escalating rates and severity of CSAM offending are
a major challenge for law enforcement agencies, which are struggling with yearly increases
in cases and larger volumes of abuse material per case (NetClean, 2015). Law enforcement
data indicates that offender consumption of abuse material has increased further during the
coronavirus pandemic (e.g., Europol, 2020). Most existing CSAM prevention strategies,
such as the blocking and delisting of known CSAM sites and a global CSAM civil notification
and removal system, were developed in the 2000s in partnership between the private sector,
states, and civil society. This “multistakeholder” Internet governance model provides for
flexible and adaptive cooperation across the dynamic and fluid regulatory environment of the
Internet. However, in light of escalating CSAM reports, the capacity of the multistakeholder
system to regulate and prevent CSAM is now in question, with the United States and English
governments signaling major shifts toward stronger industry regulation (HM Government,
2019; USA Committee on the Judiciary, 2020). This paper provides a critical discussion of
the current multistakeholder governance approach to CSAM, linking the proliferation of
CSAM to laissez faire regulation and industry self-regulation. The paper argues that multi-
stakeholder governance models have failed to address the facilitation of CSAM trafficking
via everyday practices and decisions involved in the commercial administration of Internet
architecture. This argument is illustrated by drawing on the “Trichan” incident, in which the
Canadian Centre for Child Protection (C3P), a charity, engaged directly with tele-
communications providers to ensure the removal of a large cache of abuse material from the
open web. The Trichan incident dramatizes the conflict between the public good of child
protection and contemporary models of online business, and highlights a number of
opportunities to strengthen CSAM regulatory approaches.

REGULATORY CHALLENGES IN THE PREVENTION
OF CSAM

While the use of computer networks to advertise and distribute abuse material has been
recognized since the mid-1980s (US Attorney General, 1986), efforts to prevent online
CSAM offending have generally been post hoc and “bolted onto” existing services and
infrastructure. The contemporary Internet developed within “the regulatory zeitgeist of the
late 1990s” in the United States, which “rejected public command-and-control regulation
and favoured market-based self-regulation” (Hofmann et al., 2017, p. 1408). An ethos of
“Internet exceptionalism” prevailed as online networks were understood as radically new
and in need of protection from burdensome government or legal requirements
(Kosseff, 2019). During this formative period, Internet governance was grounded in
utopian visions of the Internet as a collaborative enterprise between the private sector,
government, and civil society. The development of formal protocols and agreements on
Internet governance was ostensibly undertaken in a dialogue between these respective
parties (DeNardis & Raymond, 2013, p. 7). However, Livingstone et al. (2016, p. 12)
observe that many of the agencies involved in the “multistakeholder” governance model
rely on the promotion of “dialogue” but wield very little actual decision-making power.
Private sector discretion and dominance within Internet governance has been persistently
shrouded by the vocabulary of “multistakeholderism” (Winseck, 2017). Child protection
has been deprioritized in a multistakeholder discussion of Internet regulation, often
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attended by claims that the Internet cannot or should not be regulated, or that regulation in
the interests of children represents an unacceptable imposition on the rights of adults
(Livingstone, 2011). The popularization of the Internet under these conditions triggered a
predictable spike in CSAM offending by the late 1990s (Jenkins, 2001). Accordingly, a
range of initiatives sought to reduce the availability and accessibility of abuse material
through cooperation between industry, government, and civil society within the
multistakeholder paradigm, albeit without disruption to the growth and economic promise
of the technology industry. A number of jurisdictions sought to prevent the uploading or
circulation of known CSAM images via the URL/DNS blocking of known CSAM sites, the
delisting of abuse sites from search engines, and the use of filtering software
(Mclintyre, 2013).

From the mid-to-late 1990s, a global network of “hotlines” developed tasked with taking
CSAM and online abuse reports from the public and technology companies, referring cases
to law enforcement and requesting the removal of illegal content (Williams, 1999). The
hotlines are diverse in constitution and management and include services run by charities,
law enforcement, nongovernment organizations, government organizations, and private
industry (Williams, 1999, p. 4). The diversity of hotlines is one more contributor to the
complexity of the multilayered regulation of CSAM, shaped by the intersections of national
and international legislation with industry self-regulation and codes of conduct. The ways in
which individual hotlines work with other stakeholders, including police and Internet service
providers, differ significantly between jurisdictions (Carr, 2001, p. 32). Hotlines frequently
refer CSAM reports to other jurisdictions where there may be different definitions of “child
pornography” and related offenses, and differences in the regulation of online content as a
whole (Wagner, 2016). A recent survey of global hotline administrators identified a common
view that the international response to CSAM is “fractured or disjointed”, with the operations
of hotlines “impacted by global policy, cultural and legal differences, and economic chal-
lenges”, hindering cooperation and investigations (Stroebel & Jeleniewski, 2015, p. 17).
Furthermore, hotlines rely upon a civil takedown scheme that hinges on the cooperation of
Internet service providers and companies to remove CSAM upon notification. As Suzor
(2019) observes, such “notice and takedown” are “prone to mistakes, vulnerable to abuse,
and have no effective system to resolve disputes” (p. 67), as this paper will discuss in more
detail shortly.

After two decades of multistakeholder effort, CSAM remains widely available on the
“clear web” (i.e., publicly accessible web pages), including social media and peer-to-peer
sites. Encrypted social media apps have emerged as circulation routes for CSAM, as has
the “dark web” (encrypted online content that isaccessed anonymously through specially
designed browsers). Anonymous online surveys have found that between 2.4% and 4.2%
of men have ever viewed CSAM (Dombert et al., 2016; Seto et al., 2015). A recent report
cowritten by the major US statutory, industry, and civil society stakeholders concluded
that “online sharing platforms have accelerated the pace of CSAI [CSAM] content creation
and distribution to a breaking point ... exceeding the capabilities of independent clear-
inghouses and law enforcement to take action” (Bursztein et al., 2019, p. 1). Efforts to
detect and remove abuse material were enhanced in 2009 with the development of
PhotoDNA technology, which enabled, for the first time, the proactive searching and
detection of known abuse material (Farid, 2017). However, this development has also led
to an escalation in CSAM detection and reporting, which poses major challenges to
hotlines and police. New abuse material is being discovered with such frequency that
statutory agencies report a backlog of millions of suspected illegal content that needs
analysis and assessment (Bursztein et al., 2019). Perhaps unsurprisingly, a range of
jurisdictions are now examining how to strengthen regulatory efforts to prompt industry
action on CSAM.
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COMMERCIAL PREROGATIVES AND INFRASTRUCTURE IN
THE CIRCULATION OF ABUSE MATERIAL

In an influential paper, DeNardis (2012) argues that efforts to understand the regulation of
the Internet have ignored political economy; that is, the “core governance functions carried
out via arrangements of technical architecture and through policy decisions of private
industry” (p. 721). In contrast to the characterizations of the Internet stack as neutral,
instrumental, and largely invisible within the “multistakeholder” governance model, DeNardis
(2012) emphasizes the role of Internet infrastructure and its administration as a manifes-
tation of power and political values. Expanding on this theme, DeNardis and Raymond
(2013) identify critical layers of governance praxis at the level of the “[m]any layers of
Internet governance involve private sector administrative decisions or contracts among
private entities, such as the agreement to interconnect or design decisions about how to
route packets over the Internet” (p. 9). A key argument of this paper is that a focus on
“governance by infrastructure®—that is, the already-existing regulation of the Internet via the
design, architecture, and administration of the Internet stack—can provide at least a partial
explanation for the failure of the multistakeholder approach to reduce and prevent CSAM
offending.

Vocal industry concern about child protection are a long-standing feature of multi-
stakeholder Internet governance, and yet the design and administrative decisions tell a
different story. For instance, confronted with renewed government and public concern about
the scale of CSAM availability, the Technology Coalition, compromised of technology in-
dustry leaders with the ostensible aim of protecting children online, has recently announced
“Project Protect” to “combat” escalating rates of online child sexual exploitation.” A key focus
of Project Protect is “technological innovation” as well as the hosting of multistakeholder
dialogues, consultations, and forums. Such technological solutionism with a focus on mul-
tistakeholderism is very much in the spirit of Silicon Valley that incubated the CSAM problem
in the first place. Despite these vocal commitments to “combat” online abuse, technology
companies are simultaneously pursuing design decisions and developing infrastructure that
will result in a significant reduction in online child safety. For instance, social media behe-
moths Facebook and Twitter have both asserted their intention to implement end-to-end
encryption on the messenger functions of their platforms, which will effectively hide online
exploitation from law enforcement (Dance & Keller, 2020; Marino, 2019). The encryption of
the Messenger function on Facebook will reduce reports of online child sexual exploitation
by two-thirds in the United States (Valentino-DeVries & Dance, 2019) and is expected to
reduce arrests for online child sexual exploitation in the United Kingdom by up to 2500 per
year (Murgia, 2019). If Internet infrastructure and administration express political values, as
DeNardis (2012) proposes, then the industry-wide shift to encryption is an important in-
dication that child protection concerns continue to be subsumed to commercial prerogatives.

However, critical examination of the design and administration of online services and
platforms offers can also bring to light overlooked regulatory opportunities. The following
sections describe the intervention of C3P in relation to the three interconnected “Trichan”
abuse websites and examine the discretion afforded to infrastructure and service providers
to provide Internet transit, and other key services, to entities involved in trafficking abuse
material. The administration of Internet infrastructure emerges in this case study as a cri-
tically important backstop for civil notification schemes, ensuring intermediaries act on ta-
kedown requests and preventing ongoing harm by those who do not comply. Contrary to
cyber-utopian claims of the industry that the CSAM problem can only be solved via new
technologies and multistakeholder dialogue, the case study points to the existing, mundane
but overlooked role of private actors in inhibiting the availability of abuse material and the
naivete of the view that Internet technology is neutral and instrumental rather than a
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formative structuring factor in the online public sphere. As the case study shows, addressing
the role of technological infrastructure in the CSAM problem through a governance lens
raises key issues, including (a) the uncomfortably intimate relationship between the CSAM
trade and the broader ecology of online services and infrastructure, (b) the lack of visibility,
accountability, and transparency of private actors in Internet transit and service provision for
illegal content, and c) the absence of national statutory mechanisms or international legal
instruments to regulate those actors.

CASE STUDY BACKGROUND

The first author was a visiting scholar at C3P at the time the Trichan intervention was taking
place and the second author is the C3P Director of Information Technology. Founded in
1985, C3P is a Canadian charity dedicated to the safety of children, with a focus on the
prevention of child sexual abuse, the location of missing children, and the removal of abuse
material. Since 2002, C3P has run Cybertip.ca, Canada's national hotline for reporting the
sexual abuse and exploitation of children on the Internet. Cybertip is part of a global network
of 47 hotlines tasked with collating and acting on CSAM reports.® To facilitate the detection
and removal of abuse material, C3P developed Project Arachnid, a platform that, among
other things, crawls the “open” and “dark” web, scanning images and checking them against
a list of known abuse material.* Capable of processing tens of thousands of images per
second, Arachnid detects known abuse material at an expedited speed that outstrips tra-
ditional methods and automatically sends removal notices to those found to be hosting
illegal content. Arachnid also collates data on the speed of response of recipients to removal
notifications. Where providers contest a removal notice or fail to respond after a period of
time, C3P will typically enter into correspondence with them. When Arachnid detects sus-
pected abuse material, which has not been previously analyzed, the content is assessed
and categorized by trained analysts.

The Trichan intervention began in March 2019. “Trichan” is the collective name for three
imageboards (180chan, 144chan, and 155chan) dedicated to the sexual exploitation of
children. Imageboards are a type of Internet forum with a focus on uploading images rather
than text. At the time of the Trichan intervention, the three imageboards had been in op-
eration for at least 7 years. Trichan remained online for so long in part due to the services of
Cloudflare, a US-based company whose business model involves hiding the IP address
of its users (which included Trichan) and caching user content (including, in the case of
Tricham, CSAM) on its servers (Dance, 2019b). During this period, C3P had observed that
the spectrum of abuse material on Trichan had broadened over time, beginning with clothed
images of children and sexualized child modeling, to naked photos of children and images of
infants and children being abused. The Trichan sites constituted a complex black market in
abuse material exchange. Access to abuse material on the Trichan sites appeared to be
available for purchase through links to a third party download service where “new” or original
content would draw more interest (see below for more information). This could incentivize
users to offend against children to produce previously unseen abuse material for financial
gain. Board moderators or “mods” appeared to be selected from the most frequent and
trusted providers of new abuse material, who were seemingly paid to moderate the boards,
and had the ability to manipulate the CSAM market on the site through the promotion or
deletion of posts (Dance, 2019a).

It appeared that the Trichan sites generated revenue through the advertising of other
sites linked to child sexual exploitation, as well as through commissions and referrals to
premium filesharing services. Trichan users frequently either appeared to openly exchange
curated abuse material collections or fill user requests by uploading content to a premium
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filesharing service and then posting the link to the filesharing service on the Trichan board.
When the link was clicked on, the user would then be asked to “sign up” to the filesharing
service for a fee to access the abuse material. Typically in these types of scenarios, a
referral payment is made from the filesharing service to the uploader for each user who
signs up and presumably, that occurred here as well. Another form of potential income
generation involved sharing content through link shorteners (a digital tool, which takes a
long link and creates a new, shorter link that takes users to the same location). Such tools
display an advertisement before giving access to material and a financial kickback to the
uploader, which, in the case of CSAM, would be the CSAM uploader. In this way, legitimate
online advertising and filesharing businesses were inadvertently financially supporting the
operation of three large abuse websites.

The Trichan sites attempted to distance themselves from the CSAM trade with site
disclaimers stating that abuse material would be removed. However, in correspondence with
C3P, site administrators referred to abuse material as a form of child “love” and appreciation
of child “beauty”, and attempts to remove abuse material were described as a form of
“censorship”. Requests for abuse material posted to the boards were typically far more
graphic, explicitly paedophilic, and at times sadistic. The following is a selection of three
posts from 155chan documented on May 21 2019:

| want video or pic or livecam between 13~16yo girls anybody know link or site
or? and i want under 18 live cam too anybody know tell me.

| think hacking must also be a good way to get more nudes of the hottest kids.
Think of all the private pictures parent take that are not on the public internet!

| am a Pedo. | don't pretend anything else. | do not moralize over anyone's likes
or dislikes. | do not like the hypocrites who moan that babies are sexy—but oh
my! Not too sexy. Bull—they are meat and that's that.

A content analysis of images hosted by Trichan and undertaken by the analysts working
in Arachnid underscores that the primary purpose of the boards was to share abuse ma-
terial. In May 2019, at least 51,917 images from the Trichan sites were classified and 30,810
were triple-vetted, which means that three analysts independently reviewed the image and
agreed on its categorization. Of the triple-vetted material:

* 57% (n=17,573) images were classified as CSAM.

* 16.1% (n=4968) images were classified as possible CSAM, meaning that these images
would likely constitute illegal content in jurisdictions, with a broad definition of CSAM, but
may not be illegal in jurisdictions with a narrow definition.

* 12.6% (n =3869) images of children were not CSAM, such as images of clothed children.

* 14.3% (n=4400) were classified as “other”, such as logos, background images, or adult
pornography.

If the triple-vetted sample is taken as representative of the Trichan sites as a whole, then
the Trichan boards were hosting 177,819 images of abuse material and 50,226 images of
possible abuse material. It is difficult to ascertain the number of Trichan users since posters to
the boards are anonymous. However, a key indication of the popularity of Trichan was
available via a service that measures Internet traffic, which found that the most popular of the
three Trichan boards was attracting millions of visits each month in early 2019 from over half a
million unique users (Dance, 2019a). As will be explained below, the Trichan administrator
disclosed that the sites were receiving more than 100,000 unique visitors every day.
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THE TRICHAN TAKEDOWN

This section describes what came to be known colloquially within the C3P office as the
“Trichan takedown”. From March to November 2019, C3P combined the capabilities of
Arachnid and Cybertip to strategically deliver notifications to those companies providing
Trichan with Internet transit and services, once it became apparent that the Trichan ad-
ministrator was not responding to requests for removal. However, the operations of any
website, particularly ones such as the Trichan boards, are dependent on multiple com-
mercial providers, who perform various functions, such as hosting the site's content, pro-
viding site security, and providing transit to the Internet. As a national charity, C3P does not
have powers to oblige or enforce removal where a company is notified that they are hosting
or otherwise facilitating access to abuse material. However, by mapping the broader system
of services upon which Trichan depended and engaging them in a collaborative effort to
withdraw or deny service provision to the entities upon which Trichan relied, C3P effected a
significant intervention in the availability of CSAM on the open web. This process took place
in a number of steps outlined below.

Mapping noncompliant service providers and engaging Tier 1s

In March 2019, C3P sent a removal notice to one of the firms that hosted the Trichan boards.
This is the routine notification process when abuse material is detected: the company whose
servers are hosting the illegal content are requested to remove it. However, the firm's
published complaint e-mail address was no longer functioning and their website was offline,
although since the Trichan sites were still operating, which indicated that Trichan was still
receiving hosting services. C3P was able to identify Trichan's new hosting provider,® as well
as two other firms providing Internet transit for the Trichan sites. However, all three firms
ignored removal notices and other attempts to contact them to discuss the illegal content
and activities on the Trichan sites. This group of three firms appeared to be linked with one
another and based in the Netherlands (despite occasionally changing their registration to
other jurisdictions), which introduced further complications. The Dutch Parliament has taken
a particularly laissez faire approach to Internet regulation. Key Dutch policy debates have
privileged “online freedoms” and the preference of technology companies for Internet priv-
acy and security over law enforcement concerns about cybercrime (Veen & Boeke, 2020).
The removal of abuse material in the Netherlands is a voluntary process that can only be
enforced with a court order. While law reform efforts are afoot in the Netherlands, its legal
framework at the time of the Trichan incident enabled firms to persist in hosting illegal
material in a way that would have been more difficult in other jurisdictions (Dance, 2019a).
By April 2019, it had become apparent that these firms would not respond to removal
requests.

The Internet is structured by three “tiers” or types of networks in which large tele-
communications companies who own major Internet infrastructure (known as “Tier 1” pro-
viders) contracts Internet transit services to Tier 2 providers, who, in turn, contract access to
other Tier 2 providers and hosting/cloud providers. The Tier 3 providers are essentially a
cohort of entities who do not provide transit to others but rather sell Internet services to
clients. The cluster of Netherlands Internet service providers that were supporting the
Trichan sites (referred to in this paper as P1, P2, P3, see Figure 1, with subsequent
involvement by companies P4, P5, and P6) were a mix of hosting providers as well as Tier 2
transit providers and hence reliant on commercial arrangements with larger providers.

Consequently, C3P approached three Tier 1 providers, who provided commercial ser-
vices to the nonresponsive Tier 2 and hosting firms.® To substantiate the complaint, these
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FIGURE 1 |Initial routing map of the Trichan sites

Tier 1 providers were sent a list of 10,000 live URLs of triple-vetted abuse material on the
Trichan boards exported from Arachnid. In response, two of the three upstream providers
began null-routing the IP addresses (i.e., discarding any traffic going to or from that parti-
cular Internet address) of the Trichan sites, resulting in significant outages for a large
proportion of Trichan users. It is unknown why the third provider did not respond at this time.
However, null routing is a significant step, and providers are likely to undertake significant
vetting of information and legal advice before actioning such requests.

On three occasions, the nonresponsive Tier 2 operators appeared to allocate the Trichan
sites' new IP addresses, which were then null routed by the two Tier 1 providers. The fact
that the nonresponsive providers continued to move the Trichan sites to new IP addresses
despite being repeatedly notified by C3P of the nature of the content being hosted on the
sites illustrates how some sites may be able to stay up for substantial periods of time.

Monitoring and responding to shifts in service arrangements

At the end of April 2019, the third Tier 1 provider started null routing the Trichan IP
addresses, causing a complete outage for the Trichan sites. C3P's persistence in detecting
the Trichan sites as they migrated to new IP addresses, which were then blacklisted by the
Tier 1 provider once notified by C3P of the activity, became a costly operational issue for the
nonresponsive providers who ultimately dropped the Trichan site operator as a customer. At
this point, the Trichan boards went offline for 4 days. During this period, C3P received their
first e-mail contact from the administrator of the Trichan boards, who had previously ignored
e-mail communication. The administrator's e-mail stated that he would now act on C3P's
CSAM removal notifications. One of the nonresponsive Tier 2 firms P4 also e-mailed C3P
and provided an online tool for C3P to report any CSAM detected on its customers' server. It
was apparent that the null routing of IP addresses by the Tier 1 provider had been effective
in prompting the Trichan administrator to at least appear to be addressing CSAM removal.

In early May, the Trichan sites resurfaced on a new provider in the Netherlands referred
to as P5. Notifications to P5 elicited a response that they “were not hosting any of the
content, only acting as a proxy”. C3P was able to determine that P5 was acting as a reverse
proxy’ for P4 that had previously been involved in hosting the Trichan sites. C3P submitted
approximately 6000 URLS of triple-vetted CSAM to the hosting provider P4 and waited
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4 days for the material to be removed. When P4 took no action on the notifications, C3P
contacted the Tier 1 companies providing transit services to the company and reported to
them that their client was not responding to notifications. Again, the Tier 1 provider null
routed the IP address of Trichan sites, prompting the Trichan administrator to remove some,
although not all, of the notified abuse material. A large amount of illegal content remained on
the Trichan sites, which C3P continued to report to the provider P4, who complained about
receiving too many notifications and implemented technological hurdles that limited C3P's
capacity to report abuse material to them.

Detecting and countering attempts at technological deception

During this period, the Trichan administrator attempted to deceive C3P and possibly their
own hosting provider P4 through a technique called “referrer protecting” images. This had
the effect of making the images appear “down” to those directly visiting them; however, they
were still visible to users who accessed them directly from a Trichan site. This strategy was
uncovered by C3P, who notified the provider P4 of the efforts of the Trichan sites to mask
the nature of the content accessible from the sites.

Persistence

At this point, P4 terminated service to the Trichan boards. On May 11, the Trichan admin-
istrator placed the following message online on their “safe” site:®

Yes, we're really down. Shit has hit the fan this time and we need to move to
another host. We already have a list of hosts for cases like this but if any of you
n*ggas want to recommend specific tolerant, liberal hosting providers do so right
now on [email address].

The Trichan sites promptly went back up on May 13 on the previous P5 provider, who
was no longer responding to C3P notifications. The Tier 1 providers who provided services
to this firm were contacted by C3P with information to establish that P5 was nonresponsive
to notifications, and the Trichan sites went down again on May 21. The Trichan administrator
posted the following message:

The Phoenix has burned again today. And you know what that means ...
(For the mythologically-challenged: It means it will rise from the ashes soon!)

We again ask our honorable users to email us with any tolerant pro-freespeech
hosts they may know of on [email address].

On May 29, the Trichan boards were available again on another provider in Russia who
removed the site within hours of notification. After this removal, the Trichan administrator
retaliated by contacting a number of C3P funders and supporters alleging “grave operational
and financial corruption” within C3P in an unsuccessful effort to disrupt C3P's relationship
with its key stakeholders. On June 14, Trichan came back up on a Ukrainian provider and
were removed in less than 24 h following notification by C3P.

After 3 months of no apparent activity, Trichan reappeared for a brief period in the United
Kingdom, and then on a new provider in the Netherlands referred to as P6. In the preceding
months of downtime, the administrators of the site appeared to have invested significant
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resources in what seemed to be an attempt to stymie the effectiveness of Project Arachnid's
automatic detection and notification system. When Project Arachnid sends a notice to a
provider, a reference is made to a digital fingerprint of the image called a “hash value”. This
fingerprint is unique to the image and can be useful for providers attempting to locate an
image referred to in a removal notice. The Trichan administrators attempted to exploit this
perceived weakness by adding digital “noise” into all of the images on their site. Essentially,
each user who visited the site would see an image that, to the human eye, would appear
identical; however, a few pixels would be modified within the image to change its fingerprint.
This behavior was quickly identified, and modified takedown notices were sent by C3P to
have the material removed, and Trichan went offline again.

Success

On November 18, the Trichan administrator admitted defeat. In a message simply titled
“R. I. P”, posted to another highly trafficked child abuse site, the administrator stated that,
due to the “unprecedented zeal” of the “antis” (i.e., anti-paedophiles) trying to force them
offline, Trichan does not “have the finances go on any longer”. The administrator stated that
the Trichan boards had been receiving over “100,000 brothers from all over the world every
day”, which would suggest that the three sites had over 100,000 unique daily users. With the
sites offline and unable to generate revenue, the costs of pursuing new hosting services had
apparently become too much. The message went on to decry the increasing online
“censorship” of CSAM, without which, he suggested, paedophiles will be left “totally
disconnected from their sexual identity”. He also worried that “little girls” will not be allowed
to “fully express themselves” in a world that censors nude and sexual images of children. At
the time of writing, Trichan remains offline.

DISCUSSION

DeNardis and Musiani (2016, p. 6) argue that scholarship on Internet governance has often
overlooked the “galaxy of invisible work and day-to-day practices that happen on, and by
means of, the Internet”. However, the Trichan incident suggests that efforts to prevent and
remove abuse material may have similar blind spots. The Trichan takedown foregrounds the
materiality of Internet infrastructure and the dependency of CSAM trafficking on the ev-
eryday stratum of technical and commercial Internet governance. At a granular operational
level, beneath the higher-order concerns of multistakeholder dialogue, providers of Internet
transit and other key services are revealed to be routinely entering into commercial ar-
rangements with service providers and clients involved in abuse material. While these ar-
rangements are often unwitting, they can be understood, in DeNardis' (2012) terms, as
manifestations of power and power relations. In their zeal to realize the economic promise of
e-business, governments have exempt Internet service providers from the same responsi-
bilities to prevent the circulation of illegal content that is required of traditional media. Keen
et al. (2020) point out the obvious hypocrisy in which individual Internet users are facing
increasingly punitive sentences for accessing the abuse material that it is lawful (or at least
permitted) for Internet intermediaries to deliver to them, which is expressive of the privileged
position of the technology industry within content regulation and criminal law regimes.

In the case of the technology industry, there are no legal obligations to deny service to
customers who collude or facilitate child sexual exploitation, although such commercial
arrangements are fundamental to the ongoing CSAM epidemic. Nor has the private sector
implemented comprehensive voluntary child protection measures that would screen clients
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engaged in the provision of illegal content. On the contrary, the fact that a US-based
technology company, such as Cloudflare, was able to provide services to known CSAM
sites, to the point of caching CSAM on its own servers, is a graphic illustration of the lack of
priority afforded to child protection in private sector decision-making in the technology
industry.” However, the Trichan intervention illustrates how an approach to CSAM pre-
vention focused on Internet infrastructure can disambiguate the relevant technical and
power relations, identify sites of resistance and complicity, and coordinate CSAM removal
with influential nodes within the online system. DeNardis' (2012) analysis of “governance by
infrastructure” includes a number of cautionary notes about the potential co-option of
Internet infrastructure by state power in an illegitimate or authoritarian fashion. Resistance to
Internet regulation, including efforts to prevent CSAM, are often framed by concerns about
government censorship and surveillance. However, a focus on infrastructure governance
also offers a pathway through the unproductive binary of “centralized” control (whether in
government or corporate hands) or the “decentralized” libertarian ideal of “relationships
between individuals in flat social structures, enabled through technologies which support
connection and coordination” that overlooks the significant power differentials between
players in the multistakeholder model (Mathew, 2016, p. 3). By examining “the arrangement
of relationships between entities in the system” (Mathew, 2016, p. 3), nodes for the transit
and control of illegal content can be identified and made visible in a manner that enforces
responsibility and accountability and promotes democratic scrutiny.

The invisibility of governance praxis at the everyday level of infrastructure ownership and
administration not only leaves those modes vulnerable to co-option and manipulation, as
DeNardis (2012) observes, but it also camouflages unethical practices and agents. While
references to technology companies often bring to mind multibillion dollar organizations,
such as Google or Facebook, the Trichan incident highlights the presence of other actors
within the technology sector, who range from being resistant to CSAM removal, non-
responsive when notified of CSAM on their servers, or actively facilitating the CSAM trade.
The Trichan sites remained online via a complex commercial system in which service
continuity was ensured by companies seemingly unconcerned with (or unaware of) the
illegal activities of their clients. These companies in turn contracted services indirectly from
large and legitimate Tier 1 telecommunications providers. To ensure enduring CSAM re-
moval, it was important for C3P to map the relations between the Trichan sites, those
companies who were providing them with services, and the otherwise legitimate service
providers who sustained them. The Trichan takedown demonstrated that there are a limited
number of service providers that will continue to provide service in the face of repeated
notifications that their customers are hosting illegal content, and those that do are reluctant
to extend service to clients who are attracting this kind of attention.

The primary prevention of child sexual abuse is an underdeveloped area of public policy
(Clayton et al., 2018), and this gap has become even more apparent during the coronavirus
epidemic, in which the shuttering of schools and other child-focused institutions, and the
increased online presence of children, has led to significant concerns about escalating child
risk online and offline. The potential engagement of those companies who own and ad-
minister access to the Internet stack in reducing CSAM availability and exchange therefore
represents an important development in the prevention of offenses against children. Noti-
fying Tier 1 providers prompted a form of corporate “bystander intervention”, which refers to
a range of programs that have sought to mobilize bystanders to recognize and skillfully
intervene in circumstances where sexual violence may be imminent (McMahon &
Banyard, 2012). Generally, these programs are designed to reduce sexual violence against
women by educating individuals to disrupt dangerous situations and extend support to
victims and survivors. The engagement of telecommunications companies in the Trichan
takedown represents a new iteration of the bystander intervention strategy in the prevention
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of CSAM offenses. While the Trichan intervention does not directly protect children from
contact offenses, it meaningfully reduced the availability of CSAM on the clear web, which
not only prevents future CSAM offending but can provide direct relief to victims and
survivors.

After the Trichan takedown, it became apparent that, at least for some users, the CSAM
hosted on the Trichan sites could not be easily found elsewhere. In June 2019, after a
2-month break in Trichan operations, regular users were complaining on the “safe” site that
they were unable to access their preferred abuse material elsewhere. One user commented,
“literally this is the only place | found. 144chan has been down so long guys”. He then went
on to name a specific CSAM victim and state how much he “needs” to see images of her but
could not find them. This comment suggests that the Trichan takedown made abuse ma-
terial considerably less accessible for offenders who, rather than saving the content to their
hard drive, instead relied on sites, such as Trichan, to get what they wanted. It also means
that this takedown immeasurably improved the privacy and the safety of the children abused
in the production of these images. Research with victims and survivors of abuse material
has identified a high level of anxiety associated with the ongoing circulation of abuse ma-
terial (Gewirtz-Meydan et al., 2018), with one-third of survivors reporting that they have been
harassed, threatened, or otherwise contacted by CSAM consumers (C3P, 2017). Abuse
material removal offers not only psychological relief to survivors but reduces the likelihood of
ongoing abuse and harassment.

CONCLUSION

If there is a dialectic relationship between the “routine design and administration issues
necessary to keep the Internet operational” and the “digital public sphere” (DeNardis, 2012,
p. 726), then the widespread and increasing availability of CSAM online reflects the power
and freedom granted to CSAM offenders by Internet design and administrative decisions.
This paper argues that the apparent complexity of CSAM regulation within the multi-
stakeholder paradigm somewhat occludes the regulatory impact of the private administra-
tion of Internet infrastructure, which has a determinative role in the availability of CSAM.
While these underlying structures, relations and decisions often invisible to the majority of
scholars and Internet users (DeNardis & Raymond, 2013), they have a foundational role to
play in the accessibility or removal of illegal content. The Trichan incident reveals that, even
in its darkest concerns, the Internet is neither lawless nor unregulated, but rather it is
structured by the private sector in the absence of democratic oversight or adequate en-
forcement. Existing mechanisms for CSAM removal rely, to a significant degree, on vo-
luntary cooperation between private companies since “despite widespread agreement about
the abhorrence of child pornography for instance, democratic governments in much of the
western world have been unwilling or unable to regulate ISPs” (Keen et al., 2020, p. 1178).
Such a system can be openly flouted by bad actors, while devolving critically important
issues of public safety to private companies (Suzor, 2019).

The case study illustrates the problems presented by the privatization of Internet gov-
ernance, including the high level of industry discretion over whether or not to take action
against CSAM. It is notable that, of the Tier 1 providers notified by C3P that they were
providing service to a client facilitating CSAM, five took action but three did not. While
the intervention of Tier 1 providers was sufficient to disrupt access to the Trichan boards,
the unresponsiveness of three major providers is concerning and underscores that the
provision of Internet and other services to CSAM distributors remains a legal gray area. In
many cases, ISPS operate in the absence of clear legal frameworks that provide objective
and enforced benchmarks as to their responsibilities for the regulation of abuse material.



POLICY & INTERNET P&I .® —Wl LEY 397

Tinlies & Anitriis | |

Current efforts to remove CSAM would be bolstered by policy frameworks that acknowledge
and address the role of Internet service providers who facilitate CSAM distribution and
exchange when they fail to act. Presently, there is no generally agreed-upon protocol to
guide action where a hosting provider is unresponsive to notifications. There is a need to
articulate a threshold for unresponsiveness to CSAM removal notifications followed by es-
calation procedures in which appropriate stakeholders are notified and undertake action
where a site or company (or country) has been shown to be facilitating child abuse activity.
In addition to Tier 1, 2, and 3 providers, other potential stakeholders who could be drawn into
an industry bystander intervention strategy included advertising and file downloading
companies who were, seemingly unknowingly, supplying the Trichan sites with revenue, as
well as banks who were processing payments for or connected to the Trichan sites.

In theory, such initiatives could all be productively addressed and advanced within the
multistakeholder governance model; however, this development would require acknowl-
edging and addressing the extent of industry influence and discretion. Keen et al. (2020,
p. 1187) argues that the current state of Internet regulation is “consistent with neoliberal
doctrine that prescribes governments ‘roll back’ their investment in social protections while
crafting a deregulated market”. They go on to describe the confluence of government and
private sector interests in the current regime in which governments avoid the thorny
questions of Internet censorship while technology companies “minimise the scope of
censorship, regulatory costs and industry liability” (Keen et al., 2020, p. 1182). As previously
described, escalating reports of CSAM have prompted significant reconsideration of this
position. Attending to the passage of CSAM through the Internet stack may offer a more
democratized or at least multipolar approach to CSAM removal since the ownership and
control of core elements of the infrastructure stack is globally distributed (Winseck, 2017).
Such an approach would be truly “multistakeholder” in acknowledging the breadth of
industry actors and practices involved in Internet traffic and transit. However, the Trichan
incident only underscores urgent questions about the accountability of private companies
within the Internet stack and their moral and legal obligations to enact the public good of
child protection.

ENDNOTES

"The Luxembourg Terminology Guidelines, adopted in 2016, provide guidance on terminology in relation to child
sexual abuse and exploitation. The guidelines recognize the limitations of the term “child pornography” but
acknowledge that it is widely used in criminal law and international legal instruments (Greijer & Doek, 2016).

2For more information, see https://www.technologycoalition.org/2020/05/28/a-plan-to-combat-online-child-sexual-
abuse/.

3These hotlines include nongovernment, government, and industry-funded organizations who are members of the
International Association of Internet Hotlines (https://www.inhope.org).

“For more information about Project Arachnid, see https://projectarachnid.ca. Arachnid uses Microsoft's PhotoDNA
technology to develop a digital signature or “hash” of an image and compare it to a database of hashes of known
CSAM to identify illegal material. The company hosting the image is then sent a removal notification by C3P.

SProject Arachnid is able to follow sites as they move to a new IP address.

8Upstream providers can be identified using Border Gateway Protocol (BGP) looking glass services provided by
large telecommunications companies. These services give a routing view of the Internet from the perspective of
that provider.

"Reverse proxies can be used to hide the IP address of an origin server, among other uses.

8The Trichan boards maintained a “safe” public website with no illegal content in order to communicate with their
users.

9Recent reporting from the New York Times stated that, in December 2019, Cloudflare was found to be offering this
protection and caching services to 450 known CSAM sites (Dance, 2019a). Cloudflare has announced that it will
offer its clients a PhotoDNA tool to detect CSAM on their sites on a voluntary basis; however, since it is voluntary,
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this measure will still not prevent criminal or noncompliant clients from using Cloudflare services to protect CSAM
sites.
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Abstract | Child sexual abuse material
(CSAM) is widely available online. Existing
research indicates that the parents and
parental figures of victims are notably
represented in offender populations.
However, there is limited research in this
area. Drawing on Australian media and
legal databases, this study created a
database of 82 cases of CSAM production
and distribution perpetrated by parents
and/or parental figures from 2009 to 2019.
The study found that perpetrators are most
often the male parental figures of the
victims, and victims are predominately girls
under nine years of age. The findings reveal
distinct patterns and scenarios of parental
CSAM offending that may inform
prevention, early intervention and
improved responses to victims. The study
documented the significant impact of
parental CSAM offending on victims and the
need for specialist victim support.
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Introduction

Despite law reform and eradication efforts, child sexual
abuse material (CSAM) is widely available online and its
prevalence and severity appears to be increasing (eg Keller
& Dance 2019; Seto et al. 2018). In this report, CSAM refers
to ‘sexually abusive images of children that are typically
disseminated via the internet’ (Brown & Bricknell 2018: 1).
Over the last two decades, notifications of CSAM to US
authorities have increased by an average of 50 percent
each year (Bursztein et al. 2019). In 2017-18, reports of
child sexual exploitation to the Australian Federal Police
were 50 percent higher than the previous year, reaching
almost 15,000 (Australian Federal Police 2018).
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The identification of child victims in CSAM is a major challenge for law enforcement, with the majority
of victims remaining unknown to authorities (ECPAT International & Interpol 2018). Over time, CSAM
production has trended towards more egregious abuse associated with younger child victims (Seto et
al. 2018). New strategies and approaches are necessary to prevent CSAM offending and improve the
identification of victims.

Research suggests that a significant proportion of CSAM is produced and distributed by parents who
victimise their children (Canadian Centre for Child Protection (CCCP) 2017). An online convenience
sample of 150 adult survivors of CSAM found that, of those abused by a single perpetrator, 42 percent
identified their biological or adoptive father or stepfather as the offender; and of those abused by
multiple perpetrators 67 percent identified their biological or adoptive parents or step-parents as
the primary perpetrators (CCCP 2017). A second online convenience sample of 133 adult survivors
of CSAM found that 52 percent of perpetrators were family members (Gewirtz-Meydan et al. 2018).
These findings are consistent with qualitative research with adult survivors in Australia and overseas
which has consistently identified parents as CSAM perpetrators (Itzin 2001; Salter 2013a). Content
analysis of CSAM images and videos suggests that over two-thirds were manufactured in a home
setting (CCCP 2016), and that the most highly traded CSAM images online involved the abuse of
prepubescent girls by their fathers (Seto et al. 2018). The impact on victims is significant, including
complex traumatic and dissociative disorders, suicidal ideation, shame, and fear associated with the
ongoing circulation of the abuse material (CCCP 2017; Salter 2013a).

Parental production poses a major challenge to the prevention and detection of CSAM. Within the
home environment, situational factors such as access to vulnerable children and opportunities for
offending can lead to serious abuse and exploitation with comparatively little risk of detection for
the offender/s (Seto 2019). Parental offenders exert greater control and have greater access to their
victims than extra-familial or online offenders. Sexual exploitation in the family often begins at a
younger age, and involves more serious and frequent offending for a longer duration, compared to
extra-familial abuse (Salter 2013b). The shame and mental health impacts of CSAM victimisation are
reported to be a major barrier to disclosure, with child victims frequently refusing to describe their
abuse to therapists or police (CCCP 2017; Gewirtz-Meydan et al. 2018). The challenges of detecting,
substantiating and prosecuting intra-familial sexual abuse result in a lack of information about incest
offenders, who are under-represented in forensic samples and studies (Goodman-Delahunty 2014).
Existing sex offender typologies and risk assessments are focused largely on extra-familial offenders
who abuse multiple children, rather than intra-familial offenders who subject their own children to
intensive abuse (Goodman-Delahunty 2014).

As a result, there is a lack of evidence and guidance for policymakers, practitioners and law
enforcement in this crucial area. There is a need for targeted research into the circumstances,
patterns and dynamics of CSAM production perpetrated by parental figures in order to inform
strategies to prevent and detect offending parents. There is also a need to further document the
impact of parental CSAM offending on victims in Australia. While parents are often positioned as

partners in online safety education and abuse prevention, this study highlights the significant role
played by parents in CSAM production.
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Aims and method

This study aimed to identify the characteristics of CSAM production cases perpetrated by parental
figures, and to develop interdisciplinary policy and practice recommendations to increase the
ability of law enforcement and other agencies to detect offenders. Accordingly, the research team
developed a database of 82 cases in which Australian parents or parental figures were charged with
CSAM offences against their children, as reported in media or legal databases, from 2009 to 2019.
In June 2019, we began a search of media reported cases of CSAM production and distribution
perpetrated by the child’s parents. The search was conducted on Factiva, which is an online database
of global news and business information produced by Dow Jones and Reuters. We searched

Factiva for all Australian newspaper reports that included the terms ‘father’, ‘mother’ and ‘child
pornography’ between 2009 and 2019. All results were read to determine their relevance to the
project, yielding 54 cases that involved a parental figure or carer (eg mother, father, step-parent,
parent’s partner or foster parent) who produced CSAM of children who were in their care.

Following the Factiva search, we searched the Australasian Legal Information Institute (AustLIl)
database for legal documentation, such as sentencing judgments, pertaining to CSAM cases
perpetrated by parental figures from 2009 to 2019. AustLIl is operated jointly by the law faculties

at UNSW Sydney and the University of Technology, Sydney. Its content is publicly available legal
information. Its primary source information includes legislation and decisions of courts and
tribunals. Using the terms ‘mother’, ‘father’, ‘incest’, ‘produce child pornography’, ‘producing child
pornography’ and ‘producing child exploitation material’, the AustLIl search yielded 34 cases that
involved a parental figure or carer who produced CSAM of their biological children, stepchildren and/
or their partner’s children. The terms ‘incest’ and the addition of ‘produce’ or ‘producing’ to ‘child
pornography’ were included in the AustLIl search as these terms were commonly used in sentencing
judgments.

All Factiva and AustLIl cases were entered into a database that recorded key case characteristics, including:

e the relationship of the perpetrator to the victim (ie biological parent, step-parent, parent’s
partner, foster parent/carer);

e demographics of perpetrator and victim;

e number of perpetrators and victims;

e duration of abuse;

¢ mode by which the abuse was detected;

e characteristics of the abusive acts;

e whether the abuse images were distributed;

e known psychological impacts on victims;

e previous involvement with police or community services; and

e the use of alcohol and other drugs in the abuse.

The Factiva and AustLIl cases were then compared to identify any cases duplicated in the two datasets.
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The Factiva cases contained limited information compared to the AustLIl cases, which complicated
attempts to identify duplicate cases. However, drawing on available information about the cases (eg the
year of the reported incident, demographic details such as the gender and age of perpetrators and victims,
and geographical locations), six cases were matched between the two datasets, reducing the number of
cases found through Factiva to 48. This left a total of 82 cases (48 from Factiva and 34 from AustLIl). Of the
48 Factiva cases, the accused was reported to have pled guilty or been convicted/sentenced in 39 cases
(81%). In the remaining nine cases (19%), the accused was recorded as being charged.

All Australian states and territories except for the Northern Territory were represented in the

82 cases—Australian Capital Territory (3), New South Wales (15), Queensland (14), South Australia
(9), Tasmania (3), Victoria (31), Western Australia (6) and non-Australian territory (1). The relevant
non-Australian case was being heard in a US court regarding an Australian male couple, where one of
the men was the victim’s father through surrogacy.

Analysis of the data involved extracting frequency statistics for key case characteristics. These findings
were written up in a preliminary report and shared with the research team, who collaborated in
drawing out the specific challenges to policy and practice across child protection, law enforcement
and public policy. Findings were discussed through online group and one-to-one meetings and

via email using a multiple case study analysis (Yin 2009), integrating existing research literature,
interdisciplinary professional expertise and the findings of the database analysis.

Limitations

The methodology of the study has a number of limitations. It is well recognised that cases of child
sexual abuse detected by authorities are not representative of child sexual abuse cases as a whole,
since the majority of child sexual offences are not reported and prosecuted (Bromfield & Higgins
2004). Hence, it is likely that the cases gathered in this study represent a narrow selection of CSAM
cases perpetrated by parental figures.

The study is based on data gleaned from media articles and legal documents, and hence is limited to
the information adduced in court processes and recorded by journalists or judges. Additionally, given
child sexual offences are under-reported and inadequately detected, and that the cases included in
the study involve perpetrators who were identified and apprehended, this sample may be skewed
towards perpetrators who are more reckless, less careful and less technologically competent than
undetected perpetrators. The most strategic and technologically savvy offenders are the least likely to
be detected and prosecuted. In familial abuse cases, it is challenging to assess and document the full
extent of offending (Pratley & Goodman-Delahunty 2011). For these reasons, the criminal record of a
parental offender might not accurately record their perpetration history.

Criminal trials prioritise certain types of information over others. For instance, relevant information
such as a family’s prior contact with child protection services was frequently unavailable, since it was
not discussed in the trial. Apparent biases were evident in the kinds of cases that were reported in the
media or available in AustLIl. For instance, all identified cases involving solo offending by biological
mothers were found in media reports, whereas no such cases were found in AustLIl. This difference
might indicate a preference for sensationalist or unusual stories about female perpetrators in the
media or inattention to solo female perpetration cases in AustLIl. Therefore, findings from this study
should be understood as preliminary and the basis for further research and examination.

No. 616 February 2021 °




Australian Institute of Criminology
Trends & issues in crime and criminal justice

Overview of the cases

Perpetrators

Over three-quarters of identified CSAM cases perpetrated by parental figures (64/82, 78%) involved
single perpetrators, while the remaining cases (18/82, 22%) involved multiple perpetrators. A male
perpetrator was involved in 90 percent (74/82) of the cases—72 percent (59/82) of cases involved
a single male perpetrator, 10 percent (8/82) involved a single female perpetrator, and 18 percent
(15/82) included male and female perpetrators.

Most offenders were the biological parents of the victims, followed by step-parents or a parent’s
partner (see Table 1). However, when differentiated by gender, all female perpetrators were the
biological mother of the child victim/s (n=23), while over half of male offenders were the biological
father of the child (43/74, 58%, including two surrogate fathers), 30/74 (41%) of the cases were
perpetrated by a stepfather, a parent’s partner or a foster father. There was one case where the male
perpetrator was a friend or associate of the victim’s biological mother.

Table 1: Perpetrator’s relationship to victim

Biological Biological parent Foster Parent’s friends/ Parent’s Step-parent

parent (surrogate) parent associates partner
Media 37 1 2 3 6 11
AustLIl 21 1 0 1 4 11
Total 58 2 2 4 10 22

Note: Some of the 82 cases involved more than one victim. In some of these cases, the relationship between each victim and the perpetrator was different
(eg one victim could be the perpetrator’s biological daughter, and another could be the stepdaughter). Only cases that involved a victim’s parent, step-parent,
foster parent or a parent’s partner are included in this study

The age of perpetrators ranged from early adulthood to 60s. In cases where the perpetrator’s age was
identified, most perpetrators were in their 30s and 40s (see Table 2).

Table 2: Perpetrators by age group

Unknown
Media 6 18 20 8 1 13
AustLIl 5 12 11 3 0 10
Total 11 30 31 11 1 23

Note: Some of the 82 cases involved more than one perpetrator

Victims

Of these 82 cases, two-thirds (55/82, 67%) involved a single victim, and eight in 10 cases (69/82, 84%)
involved the perpetrator’s daughter/stepdaughter/partner’s daughter (see Figure 1). The perpetrator’s
son/stepson/partner’s son was the victim in one-fifth of cases (17/82, 21%,; see Figure 1). In cases where
the age of the victims were reported (72/82, 88%), the majority of victims were aged between zero and
14 years old—33 victims were aged between zero and four years old, 25 were aged between five and

nine years old, 32 victims were aged between 10 and 14 years, and six victims were between 15 and
17 years old (see Table 3).
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Figure 1: Victims by gender
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Table 3: Victims by age group

0-4 5-9 10-14 15-17 Unknown
Media 18 14 20 1 8
AustLIl 15 11 12 5 4
Total 33 25 32 6 12

Note: Some of the 82 cases involved more than one victim

Duration of abuse

The duration of abuse was reported for 55 of the 82 cases. In almost half of these cases (26/55, 47%) the
abuse lasted for one year or less (see Table 4). Only 10 cases involved offending of over five years duration.

Table 4: Duration of abuse

6 months 1 year PAET 3 years 4 years 5years 10 years 10+ Unknown
orless orless or less or less or less or less or less years
Media 9 4 3 3 0 1 8 0 20
AustLIl 7 6 5 1 4 2 1 1 7
Total 16 10 8 4 4 3 9 1 27
Detection

Fifty-eight cases contained information about the manner in which CSAM production or distribution
by a parental figure was detected. Among these cases, the most common method of detection was
via police investigation (31/58, 53%). However, case information did not detail the reason for the
police investigations. Disclosure was noted in one in five cases (12/58, 21%) including where the
victim disclosed the abuse to a non-offending parent, to a teacher at school or to a friend, or when a
sibling disclosed the abuse to the non-offending parent.
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In 11 of these 58 cases (19%) the CSAM was discovered outside of a police investigation. The perpetrator’s
partner discovered the CSAM in four of these 11 cases. In the remaining seven cases, the offending
was detected by members of the community (eg when the perpetrator left his mobile telephone
containing CSAM behind in an office; see Table 5).

Table 5: How abuse was detected

Disclosure Discovered Discovered Perp. Police  Third- Unrelated Unknown

by partner by another admission investigation party police

person report investigation
Media 5 1 2 1 12 3 7 19
AustLIl 7 3 5 1 11 2 1 5
Total 12 4 7 2 23 5 8 24

Note: In some of the 82 cases multiple ways of detection were identified

Distribution

While all cases included CSAM production charges, distribution or sharing was also found to have
occurred in just under half of the cases (37/82, 45%; see Table 6). This finding might reflect the fact
that some offenders produced CSAM for personal use without intending to share it with others.

In some cases, distribution might have occurred but this was denied by the offender or there was
insufficient evidence to bring charges in the same court case. In most of the cases, it was clear from
the available documentation that the distributed material depicted the offender’s child. However,
in cases where there were production and distribution charges, it cannot be assumed that the
production charges were linked to the distribution charges.

Table 6: CSAM offences

Produced Possessed Distributed/shared
Media 48 19 29
AustLIl 34 8 8
Total 82 27 37

Note: In some of the 82 cases, multiple forms of CSAM offences were identified

Types of abuse

CSAM production and distribution perpetrated by a parental figure is a crime that is very likely to occur
in the context of other forms of child abuse and maltreatment. In about four in five CSAM production
cases (66/82, 79%), other forms of abuse were identified. As might be expected, CSAM production
was accompanied by sexual abuse in 61/66 (92%) of these cases, followed by grooming/coercive
behaviours towards the child (13/66, 20%; see Table 7). Physical and emotional abuse was also

reported in a minority of cases.
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Table 7: Types of abuse

Sexual Physical Emotional Grooming/ Unknown

coercion
Media 33 1 1 8 12
AustLI| 28 5 1 5 4
Total 61 6 2 13 16

Note: In some of the 82 cases, multiple forms of abuse were identified

Prior contact with welfare services

There was no reference to prior involvement by child protection or welfare services in the majority of
cases. However, this does not mean there was no previous intervention. It might be that prior service
involvement was not reported. In four cases there was reference to prior involvement by community
or welfare services. In these cases, biological parents (2), a biological father (1) and a stepfather

(1) were identified as the perpetrators. There were only two cases in which the police had been
previously involved, and both cases involved the victim’s stepfather. In both cases, the victims had
disclosed sexual abuse perpetrated by their stepfathers. However, the matters were not put before
the court as one stepfather ‘denied the crimes and was never charged’, and in the other case ‘a brief
of evidence was not proceeded with through court due to issues surrounding the alleged victims'.

Overview of perpetrators

Biological father

The biological father of the victim was identified as the perpetrator or one of the perpetrators of
CSAM production and/or distribution in 43/82 cases (52%). Of these 43 cases, only 20 cases (47%)
were identified as involving both the production and distribution/sharing of CSAM, while the other
23 cases (53%) involved only the production of CSAM. The ages of these perpetrators ranged from
mid-20s to late 50s. Almost two-thirds of cases (28/43, 65%) perpetrated by the biological father
involved a single victim, and the single victim was their daughter in 75 percent of these cases (21/28).
Of the 15 cases where there was more than one victim, slightly under half (7/15, 47%) also involved
the perpetrator’s son. Of the 43 cases, five of the identified perpetrators were convicted of or being
tried for sexual offences not related to the present cases. In 16/43 (37%) cases, the perpetrators were
reported to have a psychiatric condition or formal diagnosis.
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Table 8: Example involving a biological father

Perpetrator e male (aged mid- to late 30s)
e no history/past conviction of sexual offences
¢ biological father of the victims

Victims e younger 2 of 3 siblings
e daughter—abuse started when 8 years old

e son—abused when 12 years old

Duration e daughter—Ilast 4.5 years

® son—one occasion
Abuse type e CSAM production

e sexual abuse

Detection eldest sibling disclosed to mother

Details The perpetrator sexually abused his daughter (youngest child) and son (youngest son).
The children’s parents were separated and their mother was living in another state.
The perpetrator was the sole parent of the children. There were three children but only
two were identified as being abused. The man abused his son on one occasion (when he
was 12) but abused his daughter over about 4.5 years (from age 8-12). Production of
CSAM involved the daughter only. Sexual abuse with daughter involved force. The offending
ended when the eldest son disclosed to the children’s mother that their father was
‘showering and sleeping’ with his sister. Mother took children away and (presumably)
reported the perpetrator to the police. He was subsequently arrested.

Biological mother

There were 23/82 cases (28%) where the victim’s biological mother was reported to have been
involved. Of these 23 cases, there were eight cases (35%) where the biological mother was the sole
perpetrator, and the other 15 (65%) cases were perpetrated by her with a co-offender. These co-
offenders included the victim’s biological father or stepfather, and the biological mother’s partner or
friends/associates. None of the biological mothers had been convicted or tried for previous sexual
offences. In most of the eight cases where the victim’s biological mother was identified as the sole
perpetrator of CSAM production and distribution, it was reported that the mothers produced the
materials for the benefit of men online or men they knew. There was limited information about the
perpetrator and victim in these cases. The ages of the perpetrators, reported in five cases, ranged
from 18 to late 40s. None of the biological mothers had a criminal record and only one was reported
to have had a psychiatric condition or formal diagnosis.
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Table 9: Example involving a biological mother

Perpetrator e female (46 years old)
e no history/past conviction of sexual offences

¢ biological mother of the victim

Victims e daughter—abuse started when 13 years old
Duration e 1vyear
Abuse type e CSAM production

e sexual abuse

Detection e unrelated police investigation

Details A woman pleaded guilty to charges of sexually assaulting her daughter. These charges
were of indecent dealing, making an indecent recording, sexually penetrating a child,
encouraging a child to engage in sexual behaviour, and supplying child pornography. It
was reported that police uncovered the abuse after officers searched a man’s computer

and found a video showing him having sex with the woman and abusing her teenage
daughter.

Stepfather, foster father or mother’s partner

There were 34/82 (41%) cases in which the victim’s stepfather (22/34, 65%), foster father (2/34, 6%), or
the partner of the victim’s mother (10/34, 29%) was reported to be the sole offender or co-offender
of CSAM production and/or distribution and other forms of abuse. Of these 34 cases, almost two-thirds
(22/34, 65%) involved a single perpetrator, and a similar proportion involved a single victim (24/34, 71%).
In almost all cases (33/34, 97%), the single victim, or one of the victims, was female. Compared to the
percentage of biological fathers who both produced and distributed/shared CSAM (47%), a smaller
percentage of non-biological fathers/father figures (10/34, 29%) were identified as having both
produced and distributed or shared CSAM. Of the 34 cases, six of the identified perpetrators were
convicted of or being tried for sexual offences not related to the present cases.

Table 10: Example involving the partner of the victims’ mother

Perpetrator e male (mid-50s when committing offences)

e prior history/conviction of sexual offences (sexual penetration of a child under 16 years

of age)
Victims e 2 girls (aged 13 and 15 at time of offences)
Duration e 20 months
Abuse type e CSAM production
e sexual abuse
Detection e unknown
Details The perpetrator sexually assaulted victim 1 on several occasions when she was travelling

in his car, in her bedroom and in the lounge room. On other occasions, the perpetrator
photographed both victims when they were naked. After the photographs were taken,
both victims saw their photographs on the perpetrator’s computer.
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Multiple perpetrators

Of the 18 cases where there were multiple perpetrators (18/82, 22%), all involved at least one biological
parent, and five cases involved both biological parents. The other perpetrators identified in these cases
were a parent’s partner, friends or associates of a parental figure, strangers (in cases where the victim
was prostituted by a parental figure for financial gain), and relatives of a parental figure. Four cases
involved strangers or people unrelated to the victims. It is interesting to note that in 8/82 cases (10%)
the perpetrators were reported to have given the victims alcohol and/or other substances (eg sleeping
pills), and three of these cases occurred when there were multiple perpetrators.

Table 11: Example involving multiple perpetrators

Perpetrators e multiple—male (mid-40s), female (early 30s), 2 other males (late 30s and early 40s)
e male (mid 40s) was found to have sexually abused one of the co-offenders when younger

e two perpetrators were biological parents of the victim, and the other two were the

nephews of the father

Victims o female (aged 9 years old when abuse started)
Duration e 2years
Abuse type e CSAM production
e sexual abuse
Detection e disclosure (by mother after ending relationship)
Details Four people were involved in abusing a girl from when she was 9 years old. Two of the

four perpetrators were the girl’s biological parents. The other two were the nephews of
the father. At first, only the parents were involved in the sexual abuse. However, within
six months one nephew was introduced into the abuse. The other nephew was introduced
approximately six months later. It was reported that the abuse was planned by the father.
He instigated the abuse and invited and organised the attendance of his two adult
nephews, who subsequently, but separately, joined him in abusing his daughter. After
the mother ended her relationship with the father, she reported the abuse to the police.

Impacts on victims and non-offending family members

There were 34/82 cases (41%) in which the effects of CSAM production and/or distribution as well
as other forms of abuse were identified or commented on by the judge, or recorded in a victim
impact statement.

Following are some examples to highlight issues and effects that were identified from the cases.
The issues and effects were presented by the victims and others who were directly affected (eg the
non-offending relatives such as the victim’s mother).
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Table 12: Impacts on victims and non-offending family members
Effects Examples

Self-blame/guilt e A sentencing judgment described the victim as having ‘spent years feeling
ashamed and blaming herself for the abuse and beatings and for being

disowned by her mother’.

e A sentencing judgment noted that ‘[a]part from the direct impact of the
offences, she suffers ongoing guilt due to her perception that it is she who
has ruined her mother’s and brother’s lives by speaking out about the abuse
[perpetrated by her father]".
Psychological harm e A sentencing judgment noted ‘that the victim is suffering both low self-esteem
and depressive symptoms, was highly likely to be related to the abuse from
which she suffered’.

e The impact on the victim was described by the judge as ‘the pain, guilt and
turmoil she has experienced as a result of the offender’s criminal conduct’,
and that ‘sexual abuse of children of tender years will inevitably give rise to
long term adverse psychological consequences.’

Grief e Relatives of the victims said they ‘live with an indelible sadness’, and that
‘grief controls every facet of our lives’.

e The mother of one victim noted in her victim impact statement: ‘I feel
immense sadness and grief for the fact my children will have no relationship
with their father, but there is nothing | can do about it.

Loss e A sentencing judgment noted that the ‘victim tells of great confusion these
crimes have caused, and the loss to the victim of so much that other children
and teenagers enjoy. She speaks of her utter isolation as she has now no

parent and no-one to turn to’.

e One victim was noted to have said, ‘| feel angry, upset, disgusted, confused,
sad, feel like I've lost my childhood and | lost my mum’.

Conflicted emotions/ e One judge commented that the victim was a ‘hopelessly conflicted child’.

mbivalen L - .
I EEE e A sentencing judgment noted that the victim ‘spoke of her ambivalence, and

confusion about the nature of her feelings’.

e A sentencing judgment said the victim had ‘indicated that testifying against
her own parents was likely be the most difficult and defining choice she will
ever have to make in her life’.

Mistrust/betrayal e One judge commented that the victim ‘feels totally betrayed by the

defendant. She does not want to see him or his family again’.

e A sentencing judgment noted that the victims ‘have had the natural trust
that should exist between a mother and her children, and between sister and

brother, tainted (if not destroyed). Indeed, the [perpetrator]’s conduct was

calculated to effect the destruction of the family bonds’.
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Table 12: Impacts on victims and non-offending family members (cont.)

Effects Examples

Fear e One judge commented that the ‘fear, the ingrained fear in fact, of this

particular situation that you exposed them to while you sat in that dock
and watched them called liars in the position of a stepfather is almost
incomprehensible to me’.

Trauma e One judge commented that the ‘offending had a severe impact on the victim

who continued to suffer serious trauma.’

e A sentencing judgment noted that the victim ‘described her inability to
complete her university studies, and every time she hears the sound of a
camera shutter, it brings back memories of posing naked for [the perpetrator]
and [the perpetrator] secretly photographing her sunbaking in the back garden’.
Projected effects/ e One judge commented that while the victim ‘was too young to understand
vulnerability what was happening’, the abuse ‘had made him vulnerable to being groomed

for sexual activity’.

e One judge commented, ‘your daughter might be oblivious to what happened
at the moment, but one day she will come of an age and be seriously
disturbed to know what her own father did".

Summary and conclusions

This study provides a picture of CSAM production and distribution by parents or parental figures of
the victims. The findings indicate that CSAM production and distribution perpetrated by parental
figures is a form of abuse mainly perpetrated by a single individual (78%) on a single victim (67%).
Consistent with other research findings (eg Seto et al. 2018), it is a gendered form of abuse with

men as offenders in 90 percent of cases, and girls as victims in 84 percent. In this context, the victim’s
biological father (52%) or stepfather (41%) was most likely to be the offender. In cases where the
victim’s age was identified, the victims in the study were very young, with over 60 percent younger
than nine, and one-third between 10 and 14. This is broadly consistent with the age distribution of
children depicted in CSAM (CCCP 2016). Unsurprisingly, sexual abuse featured in almost all of the cases
(92%). In this context, the identified impacts on victims and non-offending others are consistent with
those experienced by people who have experienced familial child sexual abuse. While our findings
indicate that production of CSAM is not always associated with distribution (in 45% of the cases), this
could reflect the evidence available for prosecution rather than the true extent of distribution.
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The findings of the study suggest CSAM offending perpetrated by parental figures poses significant
challenges to child protection and investigation. While victims of parental abuse are the least likely
group to disclose abuse (Goodman-Brown et al. 2003), CSAM victimisation is an additional barrier
to disclosure since it is often accompanied by compounded shame, self-blame and confusion (CCCP
2017). These factors were evident among the victims in this study, including trauma, self-blame and
conflicted feelings about the perpetrator/s. The duration of recorded abuse in this study was usually
under one year, while self-report studies with familial CSAM survivors typically indicate abuse of
longer duration (CCCP 2017; Salter 2013a). This difference may be attributable to the challenges of
disclosure, evidence-gathering and prosecution in familial sexual offending, where offenders are
charged only for those offences that can be substantiated. The difficulties of disclosure and evidence
gathering are exacerbated in cases where the child was very young, where the child was unaware
their abuse was recorded, and where offenders used alcohol or other drugs to sedate or confuse the
child—all of which occurred in some cases in this study.

Familial child sex offenders are poorly accommodated within existing forensic typologies and
instruments based on samples of extra-familial offenders (Goodman-Delahunty 2014). In this

study, familial offenders abused prepubescent children while also maintaining romantic and sexual
relationships with adults. This pattern of abuse does not accord with longstanding forensic typologies
that categorise ‘preferential’ offenders as extra-familial abusers and position incest offenders as
‘situational’ offenders whose abuse is triggered by stressors in their environment (see Robertiello &
Terry 2007). The findings of this study also do not align well with current CSAM offender typology
research. In this scholarship, categories of ‘online’ and ‘contact’ offending, and production and
distribution offences, are inconsistently defined and operationalised. However, in the typology
literature, CSAM offenders are considered more likely than contact offenders to be single and
disinterested in adult relationships (Henshaw, Ogloff & Clough 2017).

Three profiles of CSAM offenders emerged from this study. The first was the male offender who
forms adult relationships and has children of his own to exploit. The second was the male offender
who forms a relationship with a woman and exploits her children or seeks to obtain children by some
other means (eg the surrogacy cases). It can be inferred from the young age of victims in this study
and other evidence of premeditation (such as the administration of alcohol or drugs and participation
in online/offline abuse networks) that some biological or de facto fathers and stepfathers formed
adult romantic relationships with the intention of producing or procuring children for exploitation.
Such a pattern accords with victim descriptions of incest offenders as highly premeditated in their
abuse and exploitation of their children (eg Salter 2013a, 2013b). These offenders may recruit women
into the abuse of her children, or the abuse might take place without the mother’s knowledge. The
third profile was a biological mother who produces CSAM of her children at the behest of men she
knows in person or online; however, available information was unclear about the circumstances
under which CSAM was produced (eg whether it was done voluntarily, under duress or from a

desire to please). Further research is necessary to explore these core subgroups of intra-familial sex

offenders in more depth.
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Online offending and CSAM introduce complex new dimensions to intra-familial sexual victimisation.
Extensive reference was made throughout the documented cases to the impact on children of CSAM
offending perpetrated by parental figures. It is therefore notable that there is no specialist policy

or service response for Australian CSAM victims such as targeted mental health care or redress and
restitution frameworks. The lack of a national approach or framework is in contrast to the United
States, where identified CSAM victims (or their appointed caregivers or representatives) can opt to
be notified when an individual is charged with accessing their abuse images, and there is a statutory
restitution framework (Binford et al. 2015). There is a clear need for further research into the victim
experience and impacts of parental CSAM offending to inform the development of evidence-based
responses and support.

The study has a number of implications for policy and practice. The study foregrounds the
intersection of technology with intra-familial abuse and the difficulties of detecting and disclosing
CSAM offending. This finding indicates that all frontline law enforcement personnel would benefit
from training on the intersection of technology with familial sexual abuse, and indicators of
technology-facilitated offending including grooming behaviours. Such training should cover the
sensitive and effective conduct of initial welfare interviews with children where intra-familial or
online offending is suspected or reported. Where a father is known to have accessed CSAM, his
family should be offered referral to specialist support services, not only for the wellbeing of the
non-offending partner but to ensure a supportive environment for children, who may later disclose
contact offending.

As Australia and other jurisdictions scale up efforts to prevent child sexual abuse before it occurs,

and to intervene as early as possible in abuse cases, the findings of this study highlight technology-
facilitated familial abuse as a key area of concern that should be addressed in primary prevention and
early intervention efforts. Sexual abuse and online safety education programs should include sensitive
messages to children about image-making by family members and relatives, and where and how to
seek help to disclose. Community education programs should be developed targeted at women who are
repartnering and at risk of being groomed by offenders seeking to abuse their children. These programs
should explain how offenders seek to groom women and the signs of a groomed child, and should be
targeted through dating apps or social media marketing. Community messaging should be developed
aimed at women who become aware that their partner is accessing CSAM, encouraging them to contact
appropriate support services or phone lines to discuss their concerns. Telephone counsellors should
receive training on how to support and advise women whose partners are accessing CSAM. The findings
of this study further confirm existing evidence of the immediate and long-term impacts of CSAM
offending by parental figures and the necessity of specialist victim support.
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Abstract | Many child sexual abuse
material (CSAM) offenders have non-
offending partners and children who are
impacted by their CSAM use. However,
the specific dynamics of CSAM
offending within a relationship or family
context have been overlooked in
forensic research, while scholarship on
domestic violence and coercive control
has not focused on CSAM offending as a
possible correlate of domestic abuse.
This paper presents the findings of the
first study to examine the crossover
between domestic violence, coercive
control and CSAM offending in intimate
relationships.

Secrecy, control and violence
in women’s intimate
relationships with child sexual
abuse material offenders

Michael Salter, Delanie Woodlock
and Natasha Dubler

Warning: this paper contains descriptions of physical and
sexual abuse of children and abuse of animals.

Introduction

Reports of child sexual abuse material (CSAM) on the internet
are increasing at a rapid rate (Bursztein et al. 2019). CSAM refers
to images, videos or stories that sexually exploit children. CSAM
offending escalated during the COVID-19 pandemic, resulting

in an unprecedented increase in reports of CSAM to authorities
(Salter & Wong 2021). International data suggest that up to 42
percent of CSAM offenders were cohabiting with a partner at
the time of arrest (Bouhours & Broadhurst 2012), while up to
two-thirds of CSAM offenders in treatment have a partner and
up to half have at least one child (Brown & Bricknell 2018). The
non-offending family members of CSAM offenders are significant
secondary victims of the crime and experience a range of
impacts once the offending is uncovered (Walker 2019). These
impacts can include mental and physical health problems and

negative social outcomes for the partners and their children
(Jones, Salter & Woodlock 2022).
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Recent research suggests a crossover between CSAM offending and patterns of domestic violence
and coercive control (Jones, Salter & Woodlock 2022). In this paper, domestic violence refers to the
use of physical, sexual and emotional violence in the context or aftermath of an intimate relationship,
and coercive control refers to the entrapment of a partner or ex-partner through the use of control,
fear and manipulation (Stark 2007). There is a burgeoning body of research into the experiences of
non-offending partners of sex offenders, including CSAM offenders (Duncan et al. 2022), but this work
has focused specifically on the discovery of the offending and its aftermath.

This study aims to analyse the dynamics of CSAM offending in a relationship, including patterns

of secrecy, control and violence. It seeks to identify indicators of CSAM offending in abusive and
controlling relationships in order to promote appropriate and effective responses to the partners and
ex-partners of CSAM offenders.

Background

Research from the United Kingdom has detailed the trauma and shock of ‘the knock’: the unravelling
of women'’s lives when the police knock on their door to arrest their partners for CSAM or other
sexual offences (Duncan et al. 2022). However, the relationship experiences of people partnered

to CSAM offenders are not well understood. The recent evaluation of PartnerSPEAK, a Victorian
organisation that supports the non-offending partners and families of CSAM offenders, identified
significant overlaps between CSAM offending and patterns of domestic violence and coercive control
(Jones, Woodlock & Salter 2021). The 53 PartnerSPEAK clients surveyed as part of the evaluation
reported that, following discovery of the offending behaviour, one-quarter had been in contact with
the family court, 20 percent with domestic and family violence services, 16 percent with family
mediation services, and seven percent with sexual assault services. Seven clients were interviewed as
part of the evaluation and, although their relationship experiences were not the focus of the study,
most described the CSAM offender as dishonest, manipulative and abusive in the relationship.

Contemporary research on domestic violence has not explored the possible role of CSAM offending

in abusive and controlling behaviour. However, a range of studies point to the crossover between
men who sexually abuse children and men who perpetrate domestic violence. An Australian study

by Ahmadabadi et al. (2018) found that sexual abuse is one of the most common forms of contact
child abuse perpetrated by domestic violence offenders. In their study, 11 percent of mothers who
experienced domestic violence reported that their children had been sexually abused. Bancroft

and Miller (2012) draw together the findings of numerous studies to show that a domestic violence
perpetrator is approximately four to six times more likely than a non-perpetrator to sexually abuse his
children. Research by Bowen (2000) and Kellogg and Menard (2003) found that over half of child sex
offenders who lived in the family home also physically abused their adult female partner.

Men who engage in CSAM and child sexual offending in family settings are under-studied, despite
constituting a significant group of CSAM producers and consumers (Salter et al. 2021; Seto et al. 2018).
Research with CSAM offenders who do not engage in contact offences against children suggests that,
compared to contact offenders, they have less capacity for adult romantic relationships and experience
higher rates of emotional loneliness (Gallo 2020) although, as mentioned above, a significant number
of CSAM offenders are in relationships at the time of arrest or treatment. Studies of contact or ‘mixed’
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(contact and CSAM) offenders find that they have greater access to children, are more antisocial and
have less victim empathy than CSAM-only offenders (Babchishin, Hanson & VanZuylen 2015). These
findings point to situational and personality risk factors that are broadly congruent with risk factors for
domestic violence, such as antisocial tendencies, lack of empathy and access to children.

While CSAM is distinguished from adult pornography, research has highlighted connections between
domestic violence and the offenders’ use of pornography. Studies of women seeking support

from domestic violence services have revealed an association between their male partners’ use

of pornography and increased levels of sexual violence, rape and stalking (Shope 2004; Simmons,
Lehmann & Collier-Tenison 2008). Research with male perpetrators has also shown a connection
between pornography use and levels of domestic violence. A cross-sectional study investigated the
association between self-reported problematic pornography use and domestic violence perpetration
among 273 men in domestic violence intervention programs (Brem et al. 2018). The study concluded
that men who self-reported higher levels of excessive, compulsive and uncontrollable pornography
use also perpetrated more frequent domestic violence than did men with lower levels of problematic
pornography use.

Methodology

This paper presents findings from the first study to examine how non-offending partners of CSAM
offenders experience control and abuse in their intimate relationships. This project used in-depth
interviews with 10 non-offending partners and eight professionals to provide insights into the
patterns of coercion, manipulation and secrecy that characterise these relationships.

Data collection and analysis: Non-offending partners

The question guiding the research process with women was: what are women’s experiences of
control and abuse in their intimate relationships with a CSAM offender? The project received
approval from the University of New South Wales Human Research Ethics Committee (no. HC220076).
We interviewed 10 women for this project and the interviews averaged one hour in duration.

Non-offending partners were recruited through social media, relevant support agencies and via
snowball sampling strategies. Non-offending ex-partners are a difficult group to reach and advice
from key Australian community organisations was that local research participation was likely to be
low. To maximise participation, recruitment was international. Five interviewees were Australian and
five were from other countries—namely New Zealand, the United Kingdom and the United States.
Interview questions were developed from the knowledge we gained through previous research

with non-offending partners (Jones, Woodlock and Salter 2021). Our questions also gathered basic
demographic and biographical information such as age, children, cultural background and any
disabilities.

For all 10 women interviewed, the male ex-partner was charged with offences relating to CSAM. For
three women, the ex-partner was charged with contact child sexual offences against their children,
and in two cases the ex-partner was charged with offences against other children. For two other
women, the ex-partner was suspected of contact offences but charges were not laid.
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We coded the transcripts using the thematic analysis process outlined by King, Horrocks and Brooks
(2019). Transcripts were uploaded into NVivo, where material relevant to the research question

was highlighted and notes made. Transcripts were initially coded descriptively, with a focus on the
behaviours of perpetrators and the impacts on women. The second step involved interpretive coding,
where descriptive codes that share a common meaning are linked together from across the transcripts.
The third step was to define overarching themes which attempt to answer the research question as
well as draw on the theoretical framework of the research. These themes were based on our grouping
of women'’s experiences of control and abuse in their relationships with the CSAM offenders.

Findings are presented here in an anonymised format with pseudonyms used and identifying
information redacted. The focus of our analysis here is on the reported behaviour of the perpetrators
rather than the specifics of the women’s intersections with the criminal justice system, family law and
other services. To enhance anonymity, we do not state the country in which each woman resides,
although we make some high-level comment on the quality of some of their interactions with
services and agencies where relevant.

Data collection and analysis: Professionals

To provide further insights into the intersections between CSAM offending and domestic violence
perpetration, we conducted interviews with six professionals and held a focus group with two
professionals who work in the areas of CSAM, domestic violence and sexual assault. The questions
asked were built on our interviews with women and centred on the complexities of intimate partner
control and abuse, and how this may particularly manifest in relationships where the male partner
is a CSAM offender. The interviews and focus group were each around one hour in duration and
were conducted via Zoom. They were recorded and transcribed. Transcripts were then uploaded
into NVivo. Among the eight professionals, two were managers in the Australian sexual assault and
domestic violence sector, two from an Australian specialist service for family and friends of CSAM
offenders, and four from UK charities and other services that work with non-offending partners and
sexual assault victim-survivors.

We used a similar three-step thematic analysis process with our interviews with professionals as

we did with the women’s interviews (King, Horrocks & Brooks 2019). However, the analysis was
guided by a different research question, which was: what are the links between CSAM offending and
domestic violence perpetration and what supports do non-offending partners need?

Limitations

Due to time and funding constraints, we recruited a small sample of ex-partners and professionals,
which limits the generalisability of the findings. The project aimed to recruit ex-partners with
concerns about control and abuse in their relationship with the CSAM offender. Therefore, the project
does not represent the breadth of experiences of the partners of CSAM offenders. For example,

it does not include partners who remained in the relationship with the CSAM offender, nor does

it include partners who colluded or were complicit in the CSAM offending (see Salter et al. 2021).

All ex-partner volunteers for the study were female, white and English-speaking and described

male ex-partners who engaged in CSAM offending. There is a need for further research into diverse
experiences, including those of people who are LGBTIQ+, who come from diverse cultural or ethnic
backgrounds, and for whom English is not their first language.
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Findings

Our findings explore three key scenarios of CSAM offending in a relationship, according to women'’s
descriptions: (1) secrecy, (2) control and (3) violence. The first scenario of secrecy is exemplified

by Zara’s story, where she described her now ex-husband’s secret consumption of CSAM within a
relationship that she felt was otherwise affectionate and non-abusive. The other nine interviews
described situations on a continuum of control and violence, with five women reporting being subject
to patterns of abuse and control, and four women being subject to physical and/or sexual violence.

It is notable that, while all the male ex-partners were charged with CSAM offences, and five were
charged with contact or online offences against children, no woman reported that charges were laid
regarding her victimisation.

These three scenarios are overlapping and build on one another, such that women in the third
category were simultaneously experiencing secrecy, control and violence. Women across the last two
categories recounted experiences that have previously been documented in the literature on control
and violence in relationships, including victimisation through financial abuse, technology-facilitated
abuse and a gendered and sexist division of labour within the house. This report draws out some

of the unique experiences of control and violence described by non-offending partners of CSAM
offenders.

This section summarises interviews and focus groups with eight professionals regarding their opinion
on the status of CSAM offending in relationships as a form of domestic violence. Table 1 presents

a summary of women'’s experiences, colour-coded according to their respective categorisation in

the study. Secrecy was coded as dark grey, control as light grey and violence as light green. The key
offender behaviours identified in the study are arrayed across the X axis and grouped in categories
of physical and sexual violence, coercive control and sexual preoccupation. Sexual preoccupation
was one of the recurring themes of women'’s narratives of their ex-partners, with their broader

experiences of secrecy, abuse and violence often shaped by the sexual impulses and obsessions of
their ex-partner.
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Scenario 1: Secrecy and manipulation

One of the women interviewed for this study, Zara, had different experiences in her relationship to
the majority of participants. Zara was clear from the outset of her interview that her ex-husband had
not been violent or abusive towards her. Zara’s interview offers an insight into the mixed experiences
of women whose partners have viewed CSAM in the absence of overtly abusive or coercive
behaviour.

Zara described her ex-partner as relaxed and easygoing, but she recognised that he had some
challenging traits. He was obsessed with making sure that certain household tasks were undertaken
in a specific way, to the point where he took over those duties. He was also a hoarder and Zara
described their garage being stuffed full of items that her ex-partner could not bear to throw away.

A few years ago, Zara received ‘the knock’, in which police came to their house to investigate her
husband’s CSAM offending. During the investigation, Zara discovered that her husband had been
looking at CSAM online for a number of years and that he had kept secret his previous conviction for
CSAM. The kinds of pornography that police found were extreme, with her ex-partner confessing to
her the range of material he had. Zara explained:

| remember him saying ‘I had all kinds of porn, | even had dwarf porn’. | was like, ‘What is dwarf
porn?!’. And he said he had animal stuff. | was like ‘God, is this a thing? What?’ ... So | knew

there was a side of life, but it wasn’t something that had touched our life or our relationship, or
touched our sex life in that way. So I’'m standing in the kitchen looking at someone | don’t know.

His obsessive and hoarding tendencies were evident in the size of his pornography and CSAM
collection, which was so large that a police officer told Zara that her ex-partner could not possibly
have watched all of it. This was a shock, since Zara did not know that her ex-partner looked at
pornography at all. Looking back, Zara recognised that her husband had many opportunities to
offend. He was a ‘night owl’ who spent a lot of his time on the computer at night, while she was
tending to their children. This pattern, in which men went to great effort to create opportunities to
offend out of sight of their partners, was evident in most of the women’s stories.

Scenarios 2 and 3: Coercion and violence

The nine other women interviewed in this study described relationships of coercion and abuse.

Five of the 10 women in our study described patterns of coercive control in the absence of overt
violence against them. Four women described controlling relationships that included physical and/
or sexual violence against them. There were a number of shared experiences and perceptions across
the women in these two scenarios. This section is divided into two categories: tactics of abuse and
control, and specific forms of abuse linked to CSAM offending.

A consistent theme across the interviews was that the relationship with the CSAM offender began
when the women were relatively young, often late teens or early twenties. The offender was most
likely to be older than the female partner, with the average being three years older, with age gaps of
up to 12 years. The average length of relationship in the study was 12 years, ranging from two years
to 27 years. It was common for women to comment that, during the relationship, they did not initially
recognise abusive and controlling behaviour for what it was. It was only as they got older or once the
relationship ended that they identified the abusive nature of their ex-partner’s behaviour.
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Tactics of abuse and control

Women described forms of abuse and control that were infused with an unusual level of sexual
preoccupation, evident in their ex-partner’s extensive pornography consumption, extramarital affairs,
coercive sexuality or sexually withdrawing from their partner since their primary sexual interest lay
elsewhere (for instance, in CSAM and children).

Control of household

Women generally described partners who were ‘selfish’ (Alice), ‘lazy’ and ‘self-indulgent’ (Zoe),
and ‘slacking’ (Olivia), who enforced a gendered division of labour in which the female partner was
expected to undertake most if not all of the housework and parenting. Alice’s partner demanded a
‘perfect’ house and family despite putting in very little effort:

| was taking care of the kids, basically on my own... He was like so OCD, where everything had to
be perfect and clean. The food had to be freshly cooked, he wouldn’t eat reheated food. The kids
had to be picture-perfect clean... Or they couldn’t have toys on the floor.

This was common across most women'’s stories, with offenders maintaining strict control over the
house, while contributing little to the care of their children. Much of this behaviour was focused

on maintaining what Salter (2018) has called the offender’s ‘double life’, in which the offender
constructs a pseudo-normal facade behind which he could consume CSAM and, for at least five of the
10 interviewees, commit other offences against children. Jane’s partner became so detached from
her and ‘extremely duplicitous in everything he said’ that, during the relationship, she felt ‘he was
obviously up to something’.

Abusive fathering

Some women also recalled frightening and abusive parenting by their ex-partners. Mary described
her ex-partner’s treatment of their infant son at six months of age: he would ‘swing him upside
down by the feet’ and ‘start shaking him’. Eloise recalled an incident in which her ex-husband stood
over their five-year-old son and tore apart his favourite teddy bear as punishment when her son
accidentally broke a toy. She said, ‘That memory is still with him and | don’t think it will ever leave.
It’s still with me and it’s awful.” For women whose partners sexually abused their children, violent
fathering served to silence the child victims.

Financial abuse

While some women reported that they were expected to manage the household budget and financial
affairs, other women were subjected to financial abuse. Jane’s husband controlled their finances and
refused her access to their bank accounts and records. When the police investigated his offending,
they explained to her that their bank statements showed the extent of her husband’s engagement

with online pornography and sexual services, which was likely why he had been so controlling and
secretive regarding their banking.
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Technology-facilitated abuse

Technology-facilitated abuse was a strategy that some men used to conceal their CSAM offending.
Mary’s partner insisted on maintaining a separate residence (with a separate computer that she was
never allowed to use) despite the fact that they had a child together. He would regularly place a spy
camera in her house to watch her movements. She explained that ‘so many times when | sat down
and ate lunch here at my house ... to find myself being monitored by a camera’ so that he could
watch her through his phone. It seemed that her partner was paranoid that she might drop in on him
unexpectedly during the day. Mary explained: ‘... if I'd surprised him and gone to his house for lunch,
he might get caught out, you know’.

Extramarital affairs

Three of the 10 women in the sample discovered that their partners had been having extramarital
affairs. This rate of infidelity is likely to be higher than that of the general community, with a large
representative Australian survey finding that four percent of men in a monogamous heterosexual
relationship had had sex with someone else in the previous year (Richters et al. 2014). After their
divorce, Nicole found that her husband had been unfaithful throughout their marriage, and had given
her sexually transmitted infections. Melanie came across sexual text messages between her partner
and a local man within a year of their wedding. When she confronted him, he blamed her and said he
was forced to cheat because she was ‘weird’. She explained:

He was communicating with 20 or so people a day. And whenever | was away for a night people
were invited to my home. He was sending photos that were taken on our bed, and in our bathroom.

Extensive pornography use

The extensive use of pornography was a persistent theme throughout the interviews. Nicole
explained that ‘when | was at work or wasn’t home, he would masturbate for eight hours a day’
watching pornography online. Olivia’s husband claimed he could not stop using pornography and
blamed her. She explained:

He’d come to me and say | can’t stop myself, and it became an issue where he couldn’t stop
watching it. His rationalisation was that because | wasn’t being intimate enough with him. He’d
say if | had sex with him more or if | gave him more attention he could better control himself.

When they spoke up about their partner’s use of pornography, women often found that they were
blamed, or were told that ‘this is normal, this is what guys do’ (Eloise).

Coercive sexual activity and/or lack of sexual interest

Some women described their partner’s decreasing sexual interest and disengagement from them
over time. For example, Alice commented on her ex-partner’s excuses to avoid sex during their
marriage, including telling her that she ‘gained too much weight’ after the birth of their children.
Women believed that the offender’s withdrawal from their sexual relationship was part of a
pattern of coercive behaviour that stemmed from their sexual interest in children. They felt that his
disinterest in intimacy was part of his duplicitous and controlling actions to hide his offending and

attraction to children. Other women reported being pressured into sexual interactions that they
preferred to avoid.
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Belinda experienced these two patterns simultaneously: her ex-partner seemed disinterested in
sexual activity with her unless it involved elements that made her uncomfortable. She would later
discover that he was sexually abusing their children and producing CSAM of them. On reflection,
Belinda feels that he often practised his grooming skills on her, pushing her boundaries when it came
to their sex life. Belinda explained: ‘When | think back now, it’s amazing how these things get pushed
to the back of your mind. He always wanted to try to put me in situations that | wasn’t interested in
being in.’ This included suggesting a threesome with a male friend of theirs, as well as taking intimate
images of her.

Specific forms of abuse linked to CSAM offending

Using women as a ‘cover’ for offending

Some women were concerned that their relationship had been purely a ‘cover’ for their partner’s
sexual offending. Jane first unravelled her ex-partner’s double life when she discovered he was
having affairs with men. This confrontation led him to try and dispose of his extensive pornography
collection, which included CSAM. The discovery of CSAM in their garbage led to their house being
raided by police. Following his arrest, Jane had a conversation with him in which he admitted to
having affairs with men, as well as sexually abusing boys and viewing CSAM. During the conversation,
he was clear that he had married her for, in her words, ‘cover’. She said:

| asked him ‘Why me?’, and he said ‘Because | knew you were strong enough to cope with it’. So
he knew from the get-go how he was going to be. | don’t think there was any care factor for how
it would impact me, or the children, or anybody. It was just him.

Retrospectively, a number of women reflected that they may have been appealing partners to the
offender because of their own ‘childlike’ qualities at the onset of the relationship. Zoe commented:
‘When [ first met him, although | was 20, | looked about 12" Belinda remembered, ‘l was 20 when he
met me and he was eight years older, and | probably looked young for my age then.” Melanie recalled
that her ex-partner used to tell her that he loved her ‘childlike’ characteristics.

Invalidating women’s suspicions of their paedophilic interests

Four women encountered evidence of their partner’s sexual interest in children throughout their
relationship. However, the offenders would vehemently lie, make up excuses, and blame their partner
for asking questions. For instance, when she was pregnant with their child, Mary saw CSAM on her
partner’s computer, but he denied it and she was too afraid to confront him due to his violence. After
her child was born, she was supported by a friend to report him to the police.

Two women who voiced their concerns to professionals were not supported. Zoe suspected that her
ex-partner was sexually interested in children after witnessing his inappropriate behaviour around
young girls and coming across suspicious material on his computer. She sent him to a psychiatrist,
who diagnosed him with an internet addiction but did not identify him as an offender.

In Alice’s case, she came home one day after shopping and saw that her then husband had a naked
picture of their infant daughter on his computer. She was deeply concerned but her ex-partner
insisted that it was just a ‘cute’ picture of their daughter and that she was overreacting. She had her
daughter assessed by a paediatrician and then contacted child protection services. They concluded
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that her suspicions were ‘unfounded’. Three years later, her husband was charged with sexually
abusing their daughter and producing CSAM of her.

Other women were clear that they had no indication that their husband or partner was sexually
interested in children. Jane explained, ‘In 20 years of being with him, there is nothing that would have
made me go “that’s what you are” [a sex offender]’. She described her ex-husband as an ‘expert liar’
who hid his behaviour with a ‘well-secured mask'’.

Zoophilia and indiscriminate sexuality

In two women’s accounts, zoophilia was part of a pattern of indiscriminate sexuality, in which
offenders were engaging in sexual activity with adults of both sexes, as well as abusing children and
animals. Alice discovered that, in addition to his sexual offences against their infant daughter, her
husband had been having extramarital affairs with men and also sexually abusing a dog. Melanie
discovered a similar pattern of behaviour, in which her husband was engaged sexually with men and
sexually abusing teenaged boys, and she suspected he had abused their pet dogs.

Scenario 3: Physical and sexual violence

For Melanie, Eloise and Nicole, their relationship with the offender was one where they could identify
incidents of physical and sexual violence within a broader campaign of abuse and control.

Nicole’s ex-partner primarily used tactics of isolation to control her; however, he was also physically
abusive towards her. She said that the violence began after they were married. When police attended
her house to investigate her partner for CSAM, Nicole recalled feeling ‘horrified’ about the abuse of
the children in the images viewed by her partner. However, she also felt some relief that ‘I could go, |
could leave and he couldn’t use his threats to keep me there anymore, and | could finally walk away
and prove that he was a monster’.

Melanie was repeatedly sexually assaulted by her then husband. After Melanie discovered her
ex-partner’s affairs with men, she agreed to ‘cover’ for his sexual behaviour on the condition that
their sexual relationship ended. However, he refused to accept this boundary and began to rape her
during the relationship. These repeated attacks had an enormous impact on Melanie. She linked the
development of an eating disorder to the trauma of the assaults.

Eloise recalled that her husband became violent when she returned to study and work as their
children got older. She reflected: ‘it was very textbook-type family violence. It was a slow burn. It was
isolating from family and friends, that sort of thing. She explained, ‘He would throw things at me that
would just miss me. And then when I'd tell him to stop he’d say “if | wanted to hit you | could”.” She
also considered that she had experienced sexual assault in the relationship. She said:

| guess thinking that I’'m the wife and I’'m supposed to give it to him when he wants it. So | think
in that sense, yeah, there was a lot of sexual contact that | probably would have rather not had.

Following his investigation and arrest, she was told by police that he had been sexually abusing
and producing CSAM of their children. After her husband was imprisoned, Eloise undertook family
violence training at her work, and explained: ‘watching these slide shows. | was like “oh my god, this

”r

is a slide show about my marriage”. Highly traumatised, she needed to take two weeks of family
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Professionals

There was general agreement among the professionals we spoke to that CSAM offending was abusive
to a non-offending partner. They linked CSAM offending with domestic violence and coercive control
through two pathways: either because of the control and abuse that offenders exerted over their
partners to hide their secrets, or because the action of viewing CSAM in a relationship is in itself
abusive. Professionals also conceptualised the impacts of the offending as abusive, with women and
their children having to live with the stigma, trauma and ramifications of their partner’s offending.
One support professional emphasised how patterns of control and violence, and responses to women
seeking support, were situated within a broader social context of gender inequality such that women
often felt constrained and entrapped in the relationship. She said:

| guess it’s a fine line whether it’s the consequences of the crime that is abusive or the crime
itself ... what makes something family violence is it’s a bunch of things together, it’s a pattern
that’s sustained. In terms of it being part of the broader picture, the nature of the crime is
control over someone with less power.

Most professionals described the most common overlap between CSAM offending and domestic

and family violence as involving coercive controlling behaviour that was often subtle and difficult

to identify. A sexual assault services professional said: ‘In the experience I've had, it’s that more
insidious coercive control.” The ways in which women were controlled by CSAM offenders were quite
specific, with several professionals emphasising strict routines and the regulation of household tasks.
A policy manager said: ‘They had a routine within the families that was, of course, set up by him so
he could know when he was safe to do what he wanted to do.” Professionals felt this routine was
designed to keep women preoccupied and distracted.

Several workers identified an abusive inter-relationship between the offender’s use of CSAM and his
sexual behaviour towards his partner. A professional recalled a woman that she worked with who was
disgusted by what her ex-partner had coerced her to do sexually. She explained:

He was very, very controlling in their sexual relationship. Very domineering, very prescriptive. He
liked to dress up as a little girl. She said, ‘I look at that now and go—what was that?!’

This process of boundary-pushing and transgression could lead to women engaging in compromising
or illegal behaviours, which introduced major complications for professionals seeking to protect
women and children. One service manager recalled a case in which a woman and her children arrived
at a domestic violence refuge with safety concerns that her ex-partner was tracking her mobile
phone. However, the woman had been coerced by her ex-partner into making abuse images of her
own children and refused to contact police or provide her mobile phone for inspection on the basis
that it would implicate her. The manager said, ‘She was quite compromised in terms of being able to
seek assistance.

An emerging issue identified by one service manager was the apparent targeting and ‘grooming’ of
single women on dating apps by men with a sexual interest in children. She located this phenomenon
within a broader pattern of technology-facilitated abuse in which male offenders are using dating
apps to track, deceive and abuse women. She recalled a case in her service in which a client was
targeted through a dating app by a paedophile:
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| know of a case here of somebody that had two gorgeous long-haired blond daughters. Mum
got groomed into a relationship and then found out that he was only really interested in the
daughters, a predator.

Attempts to groom women via dating apps into producing CSAM or otherwise making their children
sexually available have been documented elsewhere in Australian research (Salter et al. 2021). While
the ex-partners interviewed in this study were protective mothers, child sexual abuse offenders who
seek to groom and compromise adult partners pose a complex challenge to child safeguarding and
women’s safety.

Summary and conclusions

This study has described the ways in which CSAM offending shapes relationship patterns of secrecy,
control and violence. Contrary to characterisations of CSAM offenders as single men disinterested in
or incapable of adult relationships (Henshaw, Ogloff & Clough 2017), a significant proportion of CSAM
offenders have adult romantic partners (Bouhours & Broadhurst 2012; Brown & Bricknell 2018) and
this study was the first to specifically examine CSAM offending within patterns of domestic abuse. The
study suggests that secrecy is a foundational dynamic between CSAM offenders and their unwitting
partners (recognising that some partners are complicit co-offenders; see Salter et al. 2021) which

can provide the backdrop for practices of control and violence. Importantly, the study finds that the
secrecy of CSAM offending motivates and shapes men’s use of control and violence against their
partners, giving rise to specific dynamics and behaviours that may distinguish domestically abusive
CSAM offenders from other domestic abusers.

Zara's interview indicates that CSAM offending can have a serious impact on partners and children
even in the absence of control and violence. The revelation of her ex-partner’s offending behaviours,
including a prior conviction, prompted her to view her husband of many years as ‘someone | don’t
know’. Her interview also highlighted key themes that recurred throughout this study, including
secrecy and obsessive pornography consumption, as well as the indiscriminate sexual interests that
characterise some CSAM offenders.

The other participants described their ex-partners’ behaviour as featuring a shared repertoire of
abuse that overlaps significantly with what is known from existing research about coercive control.
Women were expected by their ex-partners to undertake the bulk of housework and parenting, and
this expectation was enforced by emotional abuse. An asymmetrical division of labour enabled the
men to spend significant amounts of time engaged in CSAM offending and other sexual activity.
Professionals in domestic violence and related sectors agreed that coercive control, including the
strict regulation of household tasks, was the most commonly observed form of domestic abuse
perpetrated by CSAM offenders.

Generally, women described highly sexually preoccupied men who spent much of their time pursuing
their sexual interests. For the interviewees, a visible signal of their ex-partner’s sexual preoccupations
was their excessive consumption and collection of pornography. Characteristically, if they were
challenged on this behaviour, men blamed their partners for being insufficiently attractive or not
being sexually available.
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Some women had suspicions about their partner’s sexual interest in children but this could be
difficult to confirm or act on in the context of pervasive emotional, physical and/or sexual violence.
Furthermore, two women who did try to seek assistance from professionals in mental health or

child protection were unable to access support. As a result, their ex-partners continued offending

for a number of years, putting them, their children and other children at risk. Five of the 10 women
reported that their partner had been charged with offences against a child as well as a CSAM offence,
and two women suspected that their partner had committed contact offences although charges
were not laid. Tellingly, contact offenders were present across the spectrum of experiences identified
in the study, from relationships without overt violence and control to very violent and controlling
relationships.

Three women in the sample described how physical and/or sexual violence was used to reinforce

the offender’s dominance and control over their lives and family. Professionals expressed significant
concern about the overlap between domestic violence and child sexual abuse, and identified
patterns of abuse that were not described by the non-offending partners interviewed. One service
manager indicated that the violence and boundary transgressions committed by CSAM offenders

in relationships could place women in a compromised position if they joined their partner in illegal
activity, such as the abuse of children. Such a case introduced conflicting obligations regarding
women’s safety, child protection and mandatory reporting. Other potential scenarios identified in the
professional interviews included predatory approaches to women by child abusers on dating apps.

Three typologies of CSAM offending in a relationship emerged from this study. The first was the CSAM
offender who is not controlling or violent but secretly engages in CSAM offending and is dishonest
with his partner and family. This scenario was evident from Zara’s interview and further research is
necessary to build on this picture.

The second typology is the CSAM offender whose CSAM consumption is part of a broader pattern of
abusive and violent behaviour. He establishes relationships with adults out of romantic and/or sexual
interest but he is also sexually interested in children. His mistreatment of his adult partner reflects a
broader pattern of misogyny and self-entitlement in which his partner is expected to accommodate
his needs and desires to the detriment of her own. His partner is forced to take on the majority of
housework and parenting so he can pursue his own interests, including his sexual preoccupations
with pornography and CSAM.

The third typology is the predatory CSAM offender who seeks adult relationships instrumentally as
‘cover’ for his illegal sexual activities, including CSAM as well as child sexual abuse and other forms of
sexual deviancy. He may target women for romantic relationships in order to birth children for abuse,
to access her children from a previous relationship or to further his double life. Characteristics of this
offender may include: a preference for ‘childlike’” adult partners, sexually withdrawing as the adult
partner ages, and hyper-sexuality in which he is engaged in sexual activity with women, men and
children (and, in some cases, animals).
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Key ‘red flags’ and potential indicators for CSAM offending in a relationship identified in this study
included:

e using coercive control and/or violence to maintain a double life and ensure extreme privacy and
secrecy around computer and phone use;

e excessive or compulsive pornography consumption and collection, including very diverse and
paraphiliac content;

e alack of sexual interest in adult partners or a preference for young-looking adult sexual partners;
and

e coercive sexuality reflecting atypical interests including paedophilia and zoophilia.

Within the small sample size of this study, there was a diverse range of potential indicators for
CSAM offending across women'’s narratives. While not all women described every indicator, they all
described at least one or two of these ‘red flags’.

This study has a number of implications. Research, policy and practice relating to domestic violence
and coercive control do not currently address the overlap between domestic abuse and sexual
offending against children. As rates of CSAM offending continue to grow, it is important for all
professionals in safeguarding, law enforcement and related roles to recognise this overlap as well
as the signs and impacts of CSAM offending in a relationship. Risk assessment tools across domestic
violence and child sex offending should be sensitised to the intersections of CSAM with domestic
violence and coercion. Distinguishing between the scenarios and typologies explained here may
support safeguarding professionals to make more accurate decisions in the aftermath of arrest,
particularly where questions of shared care and parenting arise. This study finds that violence and
control can be enacted by CSAM offenders in distinctive ways, and early identification of these
patterns could protect women and children from abuse.

A number of women in this study suspected that their partner was sexually attracted to children but
did not know where to report it and were not supported when they did. Interviews with domestic
violence and sexual assault workers suggested that these concerns are surfacing among clients in the
sector. It is therefore important that relevant agencies, including child welfare agencies and domestic
violence and sexual assault services, receive training on patterns of CSAM offending in a relationship
and are able to identify warning signs and support women to act on their concerns. Secondary
prevention services that support people concerned about their sexual feelings towards children,

as well as their partners and family, should be sensitive to the ways in which CSAM offenders can
blame their partners for their sexual compulsions and otherwise engage in controlling and abusive
behaviour.

In women’s accounts, obsessive, extensive pornography consumption was one of the earliest warning
signs that their partner was a CSAM offender. Some men told their partner during the relationship
that they felt their pornography use was out of control. Sexual preoccupation is a well-recognised risk
factor for child sexual abuse perpetration and recidivism (Whitaker et al. 2008). Support for women
with concerns about their partner’s excessive pornography consumption, or men with concerns
about their own pornography use, may provide new avenues for early intervention and prevention

of CSAM and child sexual abuse. It is important that women are supported and taken seriously when

they raise concerns about their partner’s pornography use.

No. 661 December 2022 @




Australian Institute of Criminology
Trends & issues in crime and criminal justice

This study has contributed to two parallel bodies of research in child sexual abuse and relationship
abuse. Firstly, it has provided insights into the behaviour of CSAM offenders who seek romantic
relationships with adult women. While this study is exploratory in nature, and has a small sample size,
it nonetheless may be important for forensic typologies of CSAM offenders to address this group and
their particular characteristics, recognising the potential for secrecy, violence and abuse. Secondly,
the study has traced patterns of coercion and violence in relationships that are motivated by the
offender’s sexual interest in children. Literature on relational control and violence often assumes that
the female partner is the locus of the offender’s aggression and manipulation, but in this study the
offender controlled and abused a female partner to keep his illegal sexual activities secret. This is an
alternative motivation for domestic abuse that has not been well recognised in research, policy and
practice to date.
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